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Abstract

Fingerprint-based biometric authentication has been widely used in a range of
applications, such as national ID card, border control and e-passport. However,
despite its great deployability, fingerprint biometrics have security and privacy con-
cerns. Hence, there has been ongoing research on fingerprint template protection
and several state-of-the-art schemes have been introduced. This thesis presents
two novel cancelable fingerprint template algorithms as well as an efficient finger-
print authentication system, specifically designed for resource-constrained Internet

of Things (IoT) devices.

In the first research contribution, an alignment-free cancelable fingerprint template
design is proposed with dual protection. Unlike most of the existing schemes, the
proposed method combats security threats such as attacks via record multiplicity
(ARM), masquerade attacks and pre-image attacks. The proposed dual protection
is achieved via a window-shift-XOR model and partial discrete wavelet transform.
The former defuses the ARM threat and is combined with the latter to produce
cancelable templates as well as enhance matching performance. Furthermore, the
proposed scheme meets the tough unlinkability criteria at both local and global

levels.

The second proposed scheme for cancelable fingerprint templates is based on
feature-adaptive random projection. Traditional random projection-based can-
celable templates are prone to the ARM, where an adversary obtains multiple
transformed templates from different applications and the associated user keys
to assemble them into a full-rank linear system of equations, thereby retrieving
the original feature vector. Different to the existing random projection-based tech-
niques, the proposed method is implemented by generating the projection matrixes
from one basic matrix in conjunction with local feature slots. The generated pro-
jection matrixes, which are key to the ARM, are discarded after use, thus making
it difficult for the adversary to launch this attack.
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In the third research contribution, a lightweight and secure fingerprint authen-
tication system is designed to address the energy efficiency issue of IoT devices.
The proposed system intelligently reduces the size of a fingerprint template, thus
requiring less storage and computational power. Moreover, the proposed system
is secure against the attack vectors and attack resources that may reveal the raw

features of a fingerprint template stored in an IoT device.
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Chapter 1

Introduction

“Fverything has its wonders, even darkness and silence, and I learn,

whatever state I may be in, therein to be content.”

— Helen Keller

1.1 Overview of a biometric recognition system

Biometric recognition is an emerging technology for authentication purposes, due
to its stability and the individuality of biometric identifiers (or simply, biometrics)
[1]. Moreover, biometrics are considered reliable because they can’t be easily
shared, misplaced or forged compared to traditional token- or knowledge-based
methods, e.g., keys, ID cards, passwords or PINs. Over the years, a large number
of biometric technologies have been developed and deployed successfully. The most
commonly used biometric traits are fingerprints, iris, face and hand geometry.
Each trait has its own strengths and weaknesses and the choice of a particular

trait usually depends on the application itself.

Of all the biometric traits, fingerprints are well-known to be distinct and ex-

hibit other persistent properties such as collectability, universality, permanence,

1
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acceptability, performance and circumvention. For this reason, forensic and law
enforcement agencies worldwide were the early adopters of fingerprints, and devel-
oped automatic fingerprint identification systems (AFIS) [1]. At present, biometric
systems have been adopted in various applications e.g., legal (justice and law en-
forcement), government (border control, aviation and health care), commercial

(security, finance, smart phones, automotive industry) etc.

A typical fingerprint image possesses a pattern which contains several point fea-
tures called minutiae. A minutia refers to a small detail which in the context of a
fingerprint is various ways ridges tend to be discontinuous at local levels, as shown

in Figure 1.1. A point at which a ridge comes to an end or divides into two ridges

Ridge Bifurcation Lake Independent Point or Spur Crossover

Z)Y

- o= CO= e o
is called ridge ending or bifurcation, respectively. Ridge ending and bifurcation are

FIGURE 1.1: Most common minutiae types [1].

most widely used features to represent a fingerprint pattern in biometric systems.
A set of minutiae points M extracted from a fingerprint image can be denoted as

follows:

M = { My (i, Y, O, )}y (1.1)

where m is the total number of minutiae and zy, y, 6r and ¢, represent x, y

coordinates, orientation and type of kth minutia in a fingerprint, respectively.

Figure 1.2 presents a typical fingerprint recognition system with two basic pro-
cesses i.e., enrollment and identification. The system uses modules like scan-
ner, feature extraction, template creation, pre-selection and matching and system

database. The fingerprint scanner captures the raw digital fingerprint image which
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may either act as an enrollment or identification sample. The feature extraction
module processes the fingerprint image and extracts a set of minutiae features.
The template creation module organizes the feature set in the form of an enrolled
template and stores it in the system database. The pre-selection stage is the part
of a fingerprint identification system which involves the process of reducing the size
of the database by selecting the potential data for matching. Consequently, the
query template needs to be matched only to a small group of enrolled templates. A
matcher in biometric identification takes the feature set from the query fingerprint
and a set of N enrolled templates from the system database to perform match-
ing. Unlike a biometric identification process, the biometric verification process
involves matching the query feature set to only one specified enrolled template.
The similarity between the query feature set and the enrolled template is com-
puted in the form of a similarity score, also known as a matching score. A final
decision which might be “identified” or “not identified” is made by comparing the
similarity score with a pre-defined threshold. The system database is dedicated
to storing templates and other related information about the user. The system

storage for templates may be internal or external devices, or a smart card issued

to the user.

-~/ T T s T T T T T TTTTTTTTTTTTTTTTTTTTTTTTT I
: ® template :
| Scanner identifier i
' ¥V

! I
I Q Feature Template :
| N | Extraction :'1: Generation |::> System !
: — enrolment feature Database :
: fingerprint set :
| i

Enrollment process

| |
| |
| |
l Scanner :
: |

|
! Q :> Feature :> Pre-selection <:| Sust :

\ . . Stem

l N | Extraction and Matching Y :
| = query N Database | |
! fingerprint feature user I
! set I
| @ templates |
| |
| User “identified” |
| Identification process or “not identified” |

FIGURE 1.2: Enrollment and identification processes of an unsecure fingerprint
recognition system (adapted from [1]).
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1.2 Motivation and Objectives

Despite the significant deployability of fingerprints for biometric-based authenti-
cation systems, there are concerns related to their security and privacy [2]. For
instance, if an enrolled template is stolen from the database/storage, it is lost
forever and can’t be reissued or replaced, unlike a stolen password or a token.
Moreover, a compromised template may leak raw features which can be used to
restore the fingerprint image. For instance, Cappeli et al. [3] proposed a scheme
to reconstruct a fingerprint image based on a standard template. Feng and Jain
[4] developed a method which uses phase image to reconstruct the whole grayscale
fingerprint image. Moreover, Wang and Hu [5] developed a scheme to reconstruct
a full fingerprint from a partial fingerprint. Therefore, an enrolled template in a

biometric system’s database is vulnerable if security measures are not taken [2].

Over the last decade, researchers have been working towards developing biometric
template protection schemes to secure biometric systems. These schemes can
be classified as biometric cryptosystems, cancelable templates, hybrid techniques
and homomorphic encryption. The major focus of this PhD thesis is cancelable
templates which are discussed in detail in Chapter 2 (along with a brief description

of other schemes).

A cancelable template scheme converts the biometric features into a secured tem-
plate which is stored in the database as an enrolled template. However, it is still

prone to the following attacks.

« An attack via record multiplicity (ARM) allows an adversary to retrieve the
original template by exploiting multiple cancelable templates obtained from

same biometric features.

o A pre-image attack allows an adversary to use an inverted version of the

cancelable template.
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o Masquerade attacks compromise a biometric system by allowing an adver-
sary to access with a biometric template which is very close to the original

template.

The main objective of this thesis is to address the aforementioned security threats

to cancelable templates.

e A novel scheme named window-shift-XOR is introduced in this thesis which
helps combat the ARM attack on cancelable templates. Experiment results
show that it avoids pre-image and masquerade attack threats. Furthermore,
it offers superior recognition accuracy as compared to the existing methods,

which is another contribution of this thesis.

o A novel random projection-based method is presented to mitigate the ARM
threat with the help of the projection matrix derived from biometric features

and auxiliary data.

o A lightweight fingerprint-based authentication system is developed for access

control in the [oT environment which is presented in Chapter 5.

1.3 Cancelable template and its properties

First introduced in [6], [7], cancelable templates or cancelable biometrics provide
protection to biometrics. Typically, a cancelable template is obtained by trans-
forming the original template using a one-way transformation function, as shown
in Figure 1.3. This transformation is usually applied in the feature domain. After
transformation, instead of the original template, a cancelable template is stored
in the system database as an enrolled template. Therefore, in the context of can-
celable biometrics, a fundamental difference between an unsecure and a secure
biometric system is that a secure system has an extra block of one-way trans-
formation which ensures the security of the system, (Figure 1.2 and 1.3). In a

case where a biometric system is protected, if a database is compromised and an
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enrolled template is stolen, an adversary can’t reverse engineer the cancelable tem-
plate to retrieve the original template. Since a cancelable template ensures system
protection, for convenience, a term protected template is used for a cancelable

template and an unprotected template for the original template.

template
Scanner identifier

template
Identification process

! |
| |
| |
! i
|
| |
! Q [:> Feature |:> Template |:> One Way :> Syt :
I \ Extraction Generation Transform ystem !

|
: enrolment feature cancelable | Database 1
: fingerprint set template :
| |
! Enrollment process N ﬂ !
: user :
| templates :
|

|
| Scanner !
|
| |
! Q C Feature :> Template |:> One Way Pre-selection ||
! \ J Extraction Generation Transform :'t: and Matching |
i query feature |
| fingerprint set cancelable :
|

|
! I
! |

User “identified”
or “not identified”

FIGURE 1.3: Enrollment and identification processes of a secure fingerprint
recognition system (adapted from [1]).

An algorithm for developing cancelable templates provides the following proper-

ties:

Non-reversibility: it must be computationally infeasible to retrieve the unpro-
tected template from the protected template using an inverse or a pseudo-inverse
function. Since transformation needs to be non-reversible, fingerprint matching
must be carried out in the transformed space. However, it is extremely difficult to

attain high matching accuracy in the transformed domain.

Accuracy: fingerprint recognition accuracy must be preserved or smoothly de-
graded in transformed space. Recognition accuracy and security are two competing
demands. A trade-off between the two is sometimes necessary. A well-designed
transformation function needs to preserve the discriminatory features of a finger-

print as well as recognition accuracy.
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Revocability: if a protected template is compromised, it must be possible to
revoke it and issue a new and template as a replacement. The revocability property
is a direct consequence of diversity in which numerous unrelated templates can be
generated from the same fingerprint to be used in different applications. As a
result of this revocability property, protected templates are known as cancelable

or renewable (or private) templates.

Unlinkability: it is necessary that the protected templates produced from the
same fingerprint for different applications are not able to be cross-matched [8].
Unlinkability prevents privacy invasion and its essence dictates that there should
not exist a method to determine if two templates produced for two different ap-

plications have are extracted from a same fingerprint.

1.4 Performance metrics

One of the fundamental challenges associated with cancelable templates is that it
comes at the expense of recognition accuracy. Therefore, we need to simultane-
ously determine the performance of the template protection algorithm in terms of
accuracy and security. The accuracy of a fingerprint recognition system is deter-
mined in terms of its matching errors. In a secure fingerprint recognition system,
the matching module provides a matching score between the enrolled template
and the query template in the interval [0,1]. A score which is closer to 1 indicates
that the query fingerprint came from the same finger as the enrolled template.
The final decision in the form of “identified” or “not identified” is regulated by a
score threshold. The term “identified” or “not identified” by the system can be

interchangeably used with “accepted” or “rejected’ by the system.

The matching module can commit to two types of errors: (TYPE 1) mistaking the
query fingerprint and the enrolled template from two different fingers to be from
the same finger, namely false acceptance, and (TYPE 2) mistaking the query
fingerprint and the enrolled template from the same finger to be from different

fingers , namely false rejection. Based on the false acceptance and false rejection
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errors made by a system, we can measure its performance by computing the false
acceptance rate (FAR) or false match rate (FMR), false rejection rate (FRR) or
false non-match rate (FNMR) and equal error rate (EER).

False acceptance rate (FAR): FAR is calculated from an imposter score dis-
tribution in which a large number of scores are produced by comparing query and
enrolled templates from different fingers. FAR is then the probability of TYPE 1
error and is simply calculated as the ratio of the number of false accepts to the

total number of imposter attempts.

False rejection rate (FRR): FRR is calculated from a genuine score distribution
in which a large number of scores are produced by comparing query and enrolled
templates from the same finger. FRR is then, the probability of TYPE 2 error
and is calculated as the ratio of the number of false rejects to the total number of

genuine attempts.

Equal-error rate (EER): EER represents an error rate at a certain threshold ¢
where FAR = FRR. Although EER is a good performance indicator, a biometric
system rarely uses the threshold point corresponding to the EER. Often there is
a stricter threshold set to achieve a desired FAR.

ZeroFMR: This is defined as the minimum FRR at which the system achieves
the FAR equal to zero.

FMR1000: This is defined as the minimum FRR at which the system achieves
the FAR equal to 0.1%.

1.5 Databases

To evaluate any cancelable template scheme in terms of security and accuracy, it
needs to be tested on a large enough amount and variety of data. The cancelable
templates proposed in this thesis have been extensively tested over maximum of
five public databases, namely FVC2002 DB1, DB2 and DB3 [9] and FV(C2004
DB1 and DB2 [10]. These databases contain fingerprints of varying quality with
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some example images shown in Figure 1.4. Information on the five databases is

FIGURE 1.4: Example fingerprint images: (a) FVC2002DB1-Impression 2 of fin-
ger 26, (b) FVC2002DB2-Impression 2 of finger 22, (¢) FVC2002DB3-Impression
1 of finger 89, (d) FVC2004DBI1-Impression 2 of finger 59, (e) FVC2004DB2-
Impression 2 of finger 98

summarised in Table 1.1. We employed the commercial fingerprint recognition
software VeriFinger SDK [11] to extract minutia points from fingerprint images in

these databases.

TABLE 1.1: Information about the databases used in our experiments.

Database FVC2002 | FVC2002 | FV(C2002 FVC2004 FVC2004
DB1 DB2 DB3 DB1 DB2
No. of fingers 100 100 100 100 100
Images/finger 8 8 8 8 8
Resolution 500 dpi 569 dpi 500 dpi 500 dpi 500 dpi
Sensor type Optical Optical | Capacitive Optical Optical
Image size 388 x 374 | 296 x 560 | 300 x 300 640 x 480 328 x 364
Good Medium
Image quality | — Medium | Medium — Low Extremely low | Very low
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1.6 Types of performance evaluation protocols

There are two protocols available to evaluate the performance of cancelable tem-
plates. These protocols are based on the method of producing the genuine score
distribution. Each database (Table 1.1) has 800 fingerprint impressions from 100
different fingers and 8 impressions for each finger. We compute the imposter scores
by comparing the first impression of each finger to the first impression of the other
fingers in a non-redundant fashion. Hence, for each database, we essentially com-
pute 4950 (:w) imposter scores. Genuine scores, on the other hand, can

2

be computed as follows:

1vsl protocol: The first impression of each finger is compared to the second
impression of the same finger. Since we have impressions from 100 different fingers,

there are 100 genuine scores in the 1vsl protocol.

FVC protocol: For each finger, there are 8 impressions and each impression is
compared to every other impression from the same finger. Since there are 100

fingers and 8 impressions per finger, the total number of genuine scores is 2800

(=251 % 100).

Fingerprint quality continues to reduce from impression 1 to impression 8 for
each finger. Since we only use the first two impressions of each finger to produce
genuine scores in the 1vsl protocol, it offers better performance compared to the
FVC protocol where all 8 impressions are used for genuine testing. However,
the robustness of any cancelable template algorithm should reflect both protocols
because only then will it verify whether the algorithm works successfully on good

as well as bad quality fingerprint images.

1.7 Overview of research outcomes

This PhD thesis focuses on fingerprint template protection by introducing two new
schemes for cancelable templates. Moreover, a lightweight and secure biometric

system has been developed for the Internet of Things (IoT) applications.
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Alignment-free cancelable fingerprint templates with dual protection

The first research contribution includes the design of alignment-free cancelable
fingerprint templates with dual protection. Cancelable biometrics is an important
biometric template protection technique. However, many existing cancelable fin-
gerprint templates suffer post-transformation performance deterioration, attacks
via record multiplicity (ARM), pre-image attacks and masquerade attacks. The
proposed method offers two layers of protection which is achieved by the window-
shift-XOR model and partial discrete wavelet transform (DWT). The former com-
bats the ARM threat and the latter provides dual protection with enhanced recog-
nition accuracy. Moreover, the method is extensively tested and the experiments
prove the excellent security against masquerade and pre-image attacks. The de-
signed cancelable templates meet the requirements of non-invertibility, diversity
and revocability and demonstrate superior recognition accuracy, when evaluated

over the public databases presented in Table 1.1.

A cancelable biometric authentication system based on feature-adaptive

random projection

Random projection-based cancelable biometrics is an efficient and effective tech-
nique to achieve biometric template protection. However, existing random projection-
based cancelable template design suffers from the ARM. The aim of this work is
to design an intelligent random projection-based scheme for cancelable templates
which can avoid this threat. The idea is based on feature-adaptive random pro-
jection, in which the projection matrixes, the key to the ARM, are generated from
one basic matrix in conjunction with local feature slots. The generated projec-
tion matrixes are deleted after use to mitigate the ARM threat. Furthermore,
the random projection in the proposed scheme is based on local features. This
feature-adaptive random projection ensures recognition accuracy is maintained,
as the error is localised to a part of the transformed feature vector and not the en-
tire vector. The proposed method is evaluated on four public databases FVC2002
DB1-DB3 and FVC2004 DB2 and demonstrates satisfactory performance.
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A lightweight and secure fingerprint authentication system for IoT de-

vices

Energy efficiency, or the green issue of [oT devices, is a significant challenge which
needs to be addressed since many of these devices have limited storage, power
and computing capability. As a third research contribution, this thesis proposes
a lightweight and secure fingerprint authentication system for IoT devices. The
system addresses the energy efficiency issue of IoT devices by intelligently reduc-
ing the size of a fingerprint template in a robust manner, hence requiring less
storage and computational power. Moreover, the proposed system offers security
against the attack vectors and attack resources which may expose the raw features
of a fingerprint template stored in an IoT device. The proposed system uses the
state-of-the-art minutia cylinder-code (MCC) representation of fingerprints since
it demonstrates a superb recognition performance. The experiment results demon-
strate that the proposed system suffers almost no loss of recognition accuracy even

after a significant reduction in size of an MCC template.

1.8 Thesis organisation

The thesis comprises seven Chapters, including this one. The rest of the thesis is

organized as follows.

Chapter 2 presents a literature survey related to the fingerprint template pro-
tection categories and schemes. It focusses on the work related to cancelable

templates and only briefly discusses the other categories.

Chapter 3 presents an idea for cancelable templates which ensures fingerprint
template security at two levels. The first level of protection is designed to combat
the ARM attack, which most of the existing cancelable template schemes are not
able to resist. The second level is dedicated to produce cancelable templates using
partial DWT. We tested the proposed method using five public databases and

found that it outperforms all existing cancelable template schemes.
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Chapter 4 presents a feature adaptive, random projection based approach to
develop cancelable templates. Unlike traditional random projection-based ap-
proaches, the proposed method does not suffer from the ARM threat because
projection matrixes are discarded after use. The security analysis and the experi-

mental results validate the proposed method.

Chapter 5 presents a secure and light-weight fingerprint authentication system
for IoT devices. The proposed system addresses the energy-efficiency issue of loT
devices i.e., limited data storage and computational capacity, by reducing the size
of the binary minutia cylinder-code (MCC) templates. Moreover, the proposed
method allows secure authentication with a minimal loss in the accuracy of the

fingerprint system.
Chapter 6 presents a summary of the thesis.

Chapter 7 presents the possible future research directions.

1.9 A note on the contribution of the collaborators

Since the research work presented in this thesis is interdisciplinary and collabora-
tive in nature, several researchers contributed to the completion of the work. The

following section outlines the contribution of the collaborators involved.

Valuable support and guidance (both theoretically and experimentally) was always
available from my supervisors, Dr Song Wang and Dr Dennis Deng and a colleague
from another university, Dr Wencheng Yang (Edith Cowan University). The work
in Chapters 1 and 2 represents the author’s own knowledge and thoughts. Chapter
3 presents alignment-free cancelable fingerprint templates using a window-shift-
XOR model and partial DWT. The window-shift-XOR model was developed and
matured by the author and Dr Song Wang. DW'T was proposed by Dr Dennis
Deng. The experiments were carried out by the author, guided by Dr Song Wang
and Dr Wencheng Yang.
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Chapter 4 is related to the development of cancelable templates via feature-
adaptive random projection. The idea was developed and matured by Dr Wencheng
Yang and Dr Song Wang. Experiments were designed and carried out by Dr
Wencheng Yang and the author.

Chapter 5 deals with the novel design of a secure and lightweight fingerprint au-
thentication system for IoT devices. The system was designed by Dr Song Wang
and Dr Wencheng Yang. The system’s experimental testing for security and ef-
ficiency was carried out by the author. Dr Dennis Deng provided support for

analysing the security of the system.



Chapter 2

Related work on fingerprint

template protection

“The meaning of the things lies not in the things themselves, but in our

attitudes to them.”

— Antoine De Saint-Exupery

This chapter presents a survey of the previous works related to the fingerprint tem-
plate protection (FTP). A typical FTP scheme comprises two stages i.e., feature
extraction and feature protection, as shown in Figure 1.3. Since feature extraction
plays a crucial a role in FTP in terms of achieving good recognition accuracy,
this survey also highlights the schemes which are well-known for this purpose.
With reference to feature protection, an FTP design may be categorised into four
classes i.e., fingerprint cryptosystem, feature transformation (or cancelable tem-
plates), hybrid technique and homomorphic encryption, as shown in Figure 2.1.
Since the main contribution of this thesis is more on FTP based on cancelable
templates, we particularly focus on this category. In the first section, an overview
of all FTP categories is presented and the second section includes a comprehensive

survey on cancelable templates by non-invertible feature transformation.

15
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FIGURE 2.1: Classification of FTP schemes (adapted from [12]).

2.1 An overview of FTP schemes

2.1.1 Fingerprint cryptosystem (FC)

The idea of a fingerprint cryptosystem (FC) was originally developed to secure
or generate a cryptographic key using fingerprint features [13]. Later, researchers
found it to be useful as a protection mechanism for fingerprint and other biometric
traits [14]. In this mechanism, some public information about the fingerprint
template, known as helper data, is stored [15]. The helper data doesn’t reveal
a significant amount of information about the original fingerprint template and
a cryptographic key is required to extract it and validate the query fingerprint
at the matching stage. In real-life applications of a fingerprint cryptosystem,
intra-user variations among different scans are inevitable and are handled by error
correction coding schemes. Based on the way helper data is extracted, fingerprint
cryptosystems are further divided into two categories i.e., key binding and key

generation systems.

The key binding system involves the generation of the helper data free from the
features of the fingerprint template [16]. It is computationally infeasible to es-
timate the template from the key with no knowledge of the original fingerprint
data. Practically, a key binding system doesn’t provide revocability and diversity

in the protected templates [1]. However, some efforts have been made to induce
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these two properties in the key binding systems such as fuzzy vault and fuzzy

commitment.

The fuzzy vault (FV) framework was first proposed in [17] for a cryptographic
construction. Since then, many researchers have used it for encrypting biometric
traits including fingerprints [18-22], iris [23-30], face [31-36], retina [37] and palm-
print [38-42]. The success of this technique for biometric template protection lies
in its ability to handle fuzziness or uncertainty which heavily prevails in biomet-
ric data. The FV scheme manages uncertainty using Reed-Solomon (RS) error
correction coding schemes [17, 18]. Fuzzy commitment is an easy and efficient
scheme to protect biometric features [43]. However, constraints such as keys with
low entropy and implementational difficulty in error correction coding techniques,
make it less useful compared to FV. Even so, it has been used for iris [44-48],

fingerprint [49, 50] and face [51, 52].

In a key generation cryptosystem, a cryptographic key is generated directly from
fingerprint data [1][53]. The main drawback of this scheme is that it is extremely
hard to generate keys that can preserve entropy and stability in the presence of
intra-user variations in the templates [54]. Moreover, it is difficult to generate
very different keys for different individuals. Nevertheless, it has been used for
encrypting biometrics [55] such as fingerprint [56, 57], face [58, 59|, iris [60-62],

voice [63] and palm vein [64].

2.1.2 Feature transformation

In this category of FTP, a transformation function, characterized by a user-specific
key, is used to transform the fingerprint features. At the matching stage, a query
fingerprint follows the same transformation process and matching occurs in trans-
formed space. Feature transformation can be divided into two types i.e., salting
and non-invertible transformation. In salting, an unprotected template is trans-
formed by a function defined by an external/user-specific key. Salting has several

advantages like low false accept rates and its tendency to generate multiple secured
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templates using multiple user-defined keys. However, it isn’t robust and its recog-
nition performance is deteriorated due to the presence of intra-user variations.
Furthermore, if the key is revealed, one can apply the inverse transformation and

retrieve the original features, which is the major limitation of this method [1].

The security issue in salting is addressed by the non-invertible or one way trans-
formation. The transformation function is characterized by a key which should
be presented when authentication has to be undertaken [14]. If the key is com-
promised, it is still computationally infeasible to invert the transformed template
which is its main advantage over salting. Moreover, non-invertible transforma-
tion provides revocability and diversity to the transformed templates. However,
robustness still depends on the trade-off between non-invertibility and the discrim-

inability of the transformation.

2.1.3 Hybrid technique and homomorphic encryption

The hybrid technique for FTP uses a combined approach of feature transforma-
tion and the fingerprint cryptosystem. Ong et al. [65] developed secure fingerprints
using salting with a key binding approach combined with the use of traditional
cryptographic hashing functions. Nandakumar et al. [66] used a key binding salt-
ing approach combined with a fuzzy vault with a user-specific password. The last
category called the homomorphic encryption allows calculation on the encrypted
data. It combines homomorphic encryption with a fingerprint recognition sys-
tem [67]. Rane et al. [68] presented a hamming distance calculation for their FTP
scheme. Moreover, Barni et al. [69] developed a cryptosystem-based distributed

biometric system to protect the privacy of the fingerprint template.

More recently, a fixed-length fingerprint representation of only 200 bytes, named
DeepPrint [70], demonstrated superior authentication accuracy in the encrypted
domain using fully homomorphic encryption. Given the importance of fingerprint
feature extraction and representation in the scheme of things, this novel, compact

fingerprint representation lays a great foundation for the future development of
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fingerprint template protection methods. In addition, homomorphic encryption is
worthy of further study to determine how to apply it to fingerprint matching with

protected (transformed) templates.

2.2 Cancelable templates by non-invertible feature trans-

formation

In recent years, significant effort has been made towards developing cancelable
templates using non-invertible transformation. We shall not only discuss the avail-
able feature transformation methods but also the feature extraction approaches
which contribute significantly to improving the efficiency of an FTP project. Can-
celable templates can be divided into two categories namely registration-based
and registration-free templates. In registration-based approaches, the accurate
detection of the singular points (core and delta) is needed prior to the trans-
formation [71]. For this purpose, there are several approaches available [71-74].
However, the accurate detection of singular points still remains a challenge which

leads to poor recognition accuracy in registration-based cancelable templates.

To mitigate the effects of pre-registration and to better cope with local distortions,
registration-free or alignment-free cancelable templates have gained a new research
potential in recent years. As pre-registration of the fingerprint image isn’t needed
in this category, it makes the process computationally light and robust to non-
linear distortion. In the following section, we discuss types of cancelable templates

based on the different types of non-invertible transformation available.

2.2.1 Geometric transformation

In their pioneering work on cancelabale templates, Ratha et al. [75] proposed
registration-based templates using geometric, non-invertible transformation func-

tions namely cartesian, polar and functional. The key idea is to transform the
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minutiae features in such a way that a minutia matcher can still be used in trans-
formed domain. In cartesian transformation, a fingerprint image in minutiae space
is tessellated into a rectangular grid and minutiae positions are measured with ref-
erence to the position of the singular point. All cells in the grid are then translated
according to the new positions set by the user key as shown in Figure 2.2. All
the minutiae within the cells retain their relative locations even after key-based re-

positioning and yet it is impossible to retrieve the original position of the minutiae.
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FIGURE 2.2: Ratha et al’s [75] geometrical transformation approach using
cartesian, polar and functional transformation (reproduced from [75]).

The polar transformation is similar to the cartesian transformation except that
the minutiae space is now translated into a polar space with reference to the core
position. In this process, polar space is divided into polar sectors and numbered
as depicted in Figure 2.2. Since the size of the sectors near the centre are smaller

than the sectors far from the centre, transformation is performed using a controlled
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key in order to retain consistency in the radial distance between the transformed

sector and the original position of the sector.

In cartesian and polar transformation, a small change in the minutia position
in the original fingerprint may amplify this change after transformation. This
leads to the greater intra-user variation at the matching stage and hence reduces
matching accuracy. To address this issue and to achieve high performance, a
smooth yet non-invertible transformation function is used. The parametric form
of this transformation function is governed by a random key and involves several
constraints in order to achieve cancelability. For instance, the function should offer
a locally smooth transformation such that small changes in the minutia position
before transformation do not introduce a large change in the minutia position after
transformation. Moreover, minutiae positions before and after transformation
should not be highly correlated which otherwise may lead to easy invertibility. In
other words, transformation should only provide local smoothing and not global
smoothing so that the discriminability of the minutiae is largely preserved to avoid

invertibility.

Inspired by [75], Yang et al. [76] proposed a scheme for registration-based re-
vocable fingerprint templates using non-invertible geometrical transformation. In
this algorithm, an original minutiae-based template is mapped to a protected
coordinate-based template by a combination of parameter-controlled, linear and
non-linear transformation. Compared to the geometric transformation in [75]
in which large error rates are caused if the coordinates themselves are deeply
distorted, the proposed method takes advantage of both linear and non-linear
geometrical transformation to achieve desirable matching performance and high

non-invertibility.

In [77], Lee et al. proposed alignment-free cancelable templates using local minu-
tiae information. In this scheme, a feature vector which is invariant to rotation
and translation is extracted from each minutia using the orientation information
within its neighbouring region and a user-specific random vector. The invariant

feature vector is based on a similar idea as that in [78] and [79]. The neighbouring
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region corresponding to each minutia is in the form of concentric circles around it
with a fixed number of sampling points on each circle, ordered counter clockwise.
The local orientation for the region is estimated at each sampling point using a
gradient-based approach [80] which yields the feature vector. An invariant value
to a corresponding feature vector is computed as the inner product of the normal-
ized invariant feature vector and the normalized user-specific random vector. In
order to generate a cancelable template, a movement or transformation to each
minutia is provided by using two changing functions namely the distance changing
function and the orientation changing function which uses the invariant value as
an input. The changing functions are user defined and can be replaced with new
ones in order to revoke a compromised template. The proposed method offers
reasonable security because it is extremely difficult to retrieve the original data
from the transformed template even if an attacker knows the transformed template
as well as the transformation method. However, the proposed algorithm doesn’t

perform well for poor quality fingerprint images which is a major drawback.

Yang et al. [81] proposed parametrized geometric alignment in order to gen-
erate cancelable templates. This algorithm involves the transformation of the
original minutia vicinity into a geometrically-aligned and secured minutia vicin-
ity controlled by randomly generated parameters. Minutia vicinity refers to the
minutia itself together with some nearest minutiae in the neighbourhood. Unlike
conventional geometric alignment, this algorithm doesn’t need the core or delta
as a geometric reference. The algorithm demonstrates a reasonable resistance
against brute-force attack, template inversion attack and linking attack. This
work is extended in [82] in which Yang et al. proposed a binary representation
of the protected diversified minutia vicinities. The binary version of the minutia
vicinity-based protected template requires less storage compared to its unsecured
counterparts. Template revocability and diversity is achieved by choosing different

parameters for all minutiae vicinities.

Exploiting the excellent stability of the Delaunay triangle-based local structure,

Yang et al. [83] proposed an alignment-free cancelable template. The Delaunay
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triangle-based local structure is generated predicated on the Delaunay triangula-
tion net. In order to implement the design, a Voronoi diagram is generated which
divides the entire fingerprint region into several small cells so that each cell has a
minutia located in the centre of the cell. The Delaunay triangulation net is then
constructed by joining the centres of every cell and its neighbouring cells. De-
launay triangles that share a common vertex constitute the local structure. The
central minutia in the Delaunay-triangle based local structure acts as an origin of

a polar space with a 0-degree axis along its orientation.

For all the triangles in the local structure, several features can be computed, such
as the distance between the vertices, the angle between the 0-degree axis and the
vertices, and the differences between the orientations of the vertices. These fea-
tures are translation- and rotation-invariant and need protection against various
attacks. The feature vector is concealed by applying a non-invertible transforma-
tion as proposed by Ratha et al. [75] in polar coordinates. The polar transforma-
tion is applied to every triangle in the local structure by changing their positions
through transformation matrices. The union of the transformation matrices acts
as a secrete key so if the transformed template is compromised, it can be re-issued

to generate a new template.

2.2.2 Biometric filters

Hirata et al. [84] introduced a novel method for cancelable biometrics for correlation-
based matching. In this method, a biometric image is first transformed using num-
ber theoretic transform i.e., a Fourier like transform computed over a finite space.
Transformation is followed by a random filter process to mask the transformed
data. Correlation is now computed between the registered image and the input
matching image in the masked domain. The masking process efficiently hides
the transformed features to ensure secrecy and non-invertibility. By varying the

random filter, the revocation of the template is achieved.
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Following from [84], Takahashi et al. [85], developed registration-based cance-
lable fingerprint templates based on the chip matching algorithm and correlation-
invariant random filtering (CIRF). It offers two versions of cancelable templates
i.e., a basic version and a minutiae hiding version. In the basic version, a param-
eter contains the original minutiae coordinates, which, if compromised, may risk
the privacy. To address this privacy issue, the minutiae hiding version conceals the
original minutiae by adding chaff points. Both versions, however, provide foolproof

security in terms of the irreversibility of the cancelable templates.

2.2.3 Non-invertible random projection

In this category of cancelable templates, fingerprint features are secured using user-
defined random projection. In the realm of random projection-based cancelable
biometrics, Biohashing is one of the well-known methods, initiated by Teoh et al.
[86]. It exploits a function defined by user-specific key to transform the biomteric
features. In this method, the authors devised a user-specific random projection
algorithm and a discretization process to generate a binary vector, leading to
a cancelable template. Specifically, given a feature vector I' which is extracted
from a biometric image, e.g., fingerprint, a user-specific transformation matrix r is
randomly generated, associated with a USB token or smartcard. The matrix r is
further processed to be an orthonormal matrix 7 by applying the Gram-Schmidt
process. Then the inner product of the feature vector I' and matrix » is computed,
i.e., = 7'I'. The resultant vector z is quantized into binary values of b, = 1, if
x> 1t,and b; = 0, if x < t, where ¢t is a predefined threshold, usually set to 0.
Teoh et al. [87] made more improvements to the original BioHashing scheme using
random multispace quantization (RMQ) which extends the single random subspace
formulation to multiple subspaces. The information content and robustness of
the generated template are increased by RMQ. Biohashing-based transformation
becomes invertible if user-specific the key is compromised. However, most of the
recent random projection-based cancelable tamplates are non-invertible even if the

user-specific key is compromised.
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Pillai et al. [88] proposed sector-based random projection to overcome the issue of
varying quality in different parts of an iris. The low-quality region tends to corrupt
the data of the good-quality region if random projection is applied to the whole
iris image. By dividing the iris into many sectors and applying random projection
to each sector separately, the negative effect of the low-quality region is restricted
locally. Pillai et al. [89] introduced an iris recognition framework based on random
projection and sparse representation. Random projection together with random
permutation is employed to enable revocability, while sparse representation is used
for iris image selection. Since the dimension reduction by means of projection
makes an underdetermined system, even if the projection matrix, i.e., the key, and
the transformed template are stolen, it is computationally infeasible for the hacker

to retrieve the original fingerprint features.

Jin et al. [90] developed a cancelable fingerprint template based on two-dimensional
random projection using a minutia local structure called minutia vicinity decom-
position (MVD). The MVD features is represented by a matrix of size N x 36,
where N is the number of minutia vicinity extracted from a fingerprint sample. A
projection matrix with pseudo-random numbers is generated and converted into
an orthonormal projection matrix by using Gram—Schmidt orthogonalization. A
dimension-reduced transformation matrix obtained from this orthonormal matrix
via a user-defined key is exploited to transform the MVD feature matrix. This
transformation is non-invertible even if the user key is compromised. Moreover,
the transformed template is made cancelable by using a transformation matrix

produced with a different user key.

Chikkerur et al. [91] presented alignment-free cancelable templates based on lo-
calized, self-aligned texture features in contrast to the global texture descriptor in
the registration based method [86]. This paper also demonstrates that purely local
measurements are sufficient for alignment-free templates and pre-registration isn’t
always a strict requirement. The development of cancelable templates is achieved
in two stages. In the first stage, a localized texture-based scheme is used to rep-

resent a fingerprint and to perform enrolment. It implies that instead of using a
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minutiae-based template, a fixed size pixel patch is extracted around each minutia

and the orientation of the patch is aligned with that of the minutia.

In practice, each patch carries unique information about the unique identity of
the individual and common patches exhibit identical information. Only a few
patches that show a strong association are used during the matching for verifica-
tion purposes. The texture of each patch is encoded using a robust compact signa-
ture vector, which is immune against the effects of intra-user variation and noise.
Cancelable templates are developed on top of the minutia signature using a user-
specific projection matrix. In order to make the transformation non-invertible,

non-linearities are introduced as proposed in [75].

In [92] Yang et al. proposed a non-invertible transform for generating secure can-
celable fingerprint templates using local and global features. The implementation
scheme starts with feature extraction in which local features such as the distances
between any two neighbouring minutiae and their relative angles are computed
and projected perpendicularly to the circle centred around the core. The pro-
jection radius can be controlled by a secret key which, as long as hidden, makes
the process irreversible. These local features are robust to the non-linear and ge-
ometric distortion that may occur during fingerprint acquisition. Since multiple
minutiae pairs can be mapped at the same points in the circle, it makes the scheme

irreversible.

The computation of local features is not restricted to the use of pair minutiae
and may be extended to minutiae triangular features. In order to consolidate the
scheme by preserving the high correlation among intra-users, global features such
as orientation, ridge frequency and the total number of minutiae of the blocks
sampled along a line are used. Finally, a cancelable template is generated by bin-
based quantization using a predefined number of bins. The quantization of all
local and global features follows the same procedure and fused at the end of the
process. The security of the proposed algorithm is assured by parametric feature

extraction and bin-based quantization.
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Template protection by means of random projection achieves good diversification
but is prone to lost-key attacks, as noted in [93], in which a two-factor cancelable
formulation is made using multispace random projections. Moreover, random pro-
jections are linear operations that preserve the distance very well and cause a secu-
rity threat. In order to address these security concerns, Yang et al. [94] proposed
a dynamic random projection based method which adds an extra computational
cost to the search for unprotected features. In this method, a random matrix is
dynamically constructed for projections instead of using a fixed random matrix.
To achieve dynamic random matrices, several random vector slots are made public
with each slot containing multidimensional random real-valued vectors. From each
slot, one of the random vectors is chosen for projecting the biometric features so
that an attacker has no clue which random vector out of many in a slot is chosen

for projection.

In [95], Ahmad et al. proposed a design for registration-free cancelable templates
in a pair-polar coordinate space. This scheme uses the localised features, such as
position of a minutia relative to the positions of the other minutiae in the polar co-
ordinate space. Only those minutiae points whose distance is greater than a spec-
ified threshold are chosen for the feature generation. For each pair of the selected
minutiae, three localized features are computed which are, the radial distance
between the reference and the neighbouring minutia, the angle between the orien-
tation of the reference minutia and the line segment connecting the pair, and the
angle between the orientation of the neighbouring minutia and the line segment.
The pre-transformed template is produced putting all local features corresponding
to all reference minutiae in a vector form. In order to perform the transformation,
the polar space is divided into several sectors similar to [75] and mapped to random
positions based on a user-defined random vector. This scheme offers many-to-one
mapping hence making the transformation non-invertible. Based on the pair-polar
coordinate space [95] and the Delaunay triangulation-based net [83], Yang et al.
[96] proposed mobile template protection which offers relatively high recognition

accuracy.
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Wang et al. [97] proposed a mathematical model for developing alignment-free can-
celable templates based on densely infinite-to-one mapping (DITOM). The scheme
starts with the binary template generation from a minutiae-based fingerprint using
the method in [98]. A binary template is first converted into frequency domain
samples using discrete Fourier transform (DFT) and then cancelable templates are
generated using infinite-to-one mapping from a line, a plane or a hyperplane. A
simple but a representative example for a line, a plane and a hyperplane is provided

in Figure 2.3. In the paper, the implementation is made as a linear parametric
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FIGURE 2.3: Infinite-to-one mapping from a line, a plane and a hyperplane[97].

transformation in algebraic domain. The transformation is achieved by the mul-
tiplication of the matrix with the complex-valued raw feature vector resulting in
the complex-valued cancelable template. The matrix in this transformation plays
the role of the randomly generated parametric key. So, a compromised template

can be revoked and a new one can be generated using a different key.
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In [99], Jin et al. proposed a randomized graph-based hamming embedding
(RGHE) to produce cancelable templates. The algorithm follows the construc-
tion of a set of the minutiae vicinity that reports the nearest neighbourhood in
Euclidean space. Inspired by [100], the minutiae vicinity for a reference minutia
is constituted by the three nearest neighbours (minutiae). However, a local struc-
ture corresponding to this form of minutia vicinity becomes unstable as a result
of the distortion added by missing or spurious minutia. The issue is addressed by
decomposing the minutia vicinity into four triplets, in which case, if one triplet is
distorted by a missing or spurious minutia, the other three are still stable. Mul-
tiple robust and invariant features are computed from each triplet in the minutia

vicinity structure.

Most prominent features related to a triplet are the length of the sides, the angle
between the sides and the minutia orientation, the internal angles of the triplet
etc. A feature representation is formed by accumulating all features of all local
minutia vicinity structures into a matrix. Cancelability is achieved by randomizing
minutia vicinity decomposition (RMVD), in which a feature matrix is transformed
by a random projection as initiated in [86]. A user-specific minutia vicinities
collection (UMVC) produces a stable set of features corresponding to user-specific
local structures by making multiple use of training samples for each individual. A

binary implementation corresponding to RMVD features is achieved by a graph

based hamming embedding (GHE).

Wang et al. [101][102] proposed alignment-free cancelable templates using partial
Hadamard transform. It uses the Hadamard matrix which is created in a recur-
sive manner. The Hadamard matrix has some interesting properties such as: all
entries in it are either +1 or -1 and it is symmetric and orthogonal. The prop-
erty of the Hadamard matrix being made up of only +1 makes the transformation
computationally efficient as it involves only additions and subtractions. The pro-
posed transformation is partial Hadamard-based because a column rank-deficient
submatrix derived from a full order Hadamard matrix is used for transformation.
The submatrix doesn’t have an inverse or pseudo-inverse because it is derived from

an orthogonal matrix, which makes the transformation non-invertible. In order to
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obtain a rank deficient Hadamard matrix, a user specified random key is used that
selects only the specific rows from the full order Hadamard matrix. The proposed
model uses the binary strings’ frequency domain samples, represented as a complex
valued vector, as detailed in [97]. The complex vector, when transformed using
the rank deficient Hadamard matrix, yields a transformed template in a complex
domain. The partial Hadamard transform has a property of stochastic distance
preservation which ensures the satisfactory performance in the lost token scenario.
Another benefit of the proposed method is that the transformation matrix does
not need to be stored in the database or the smart card and it can be readily

constructed from the full order Hadamard matrix using the parameter key.

Jindal et al. [103] protected face templates using the deep convolutional neural
network (CNN) with random projection. A feature vector is first extracted from
each face image with a pre-trained Visual Geometry Group (VGG)-Face CNN.
Then the extracted feature vector is transformed using random projection, which
reduces its dimension from 4096 to 1599. In this way, redundancy in the feature
vector can be removed. Meanwhile, the proposed random projection acts as a

cancelable transformation.

2.2.4 Robust hashing

These methods offer fingerprint template protection by applying non-invertible
transformation using hash functions. A hash function takes a minutia point as
input and returns a hash value which is stored in the database. Non-invertibility
is achieved by keeping the number of hash functions less than the number of

minutiae in the fingerprint.

With no requirement of pre-registration, Tulyakov et al. [104] developed symmet-
ric hash functions for secure fingerprint biometric systems. Missing or spurious
information or a change in the order of the input pattern may lead to a signif-
icant change in the hash value. This special class of hash functions, known as

symmetric hash functions, are invariant to the order of the input pattern. In
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the proposed method, matching is performed only on the localized minutia sets.
Global matching is achieved as a collection of the local matchings with identical
transformation parameters. During matching, all localized sets corresponding to
the query pattern are compared with all the localized sets in the stored pattern,
and the matches with the highest confidence are retained to produce a composite
match score. A compromised template can simply be revoked by using randomly
generated hash functions based on the user key. This method can also be gener-
alized for other biometric modalities in which locations of certain image artefacts

are used as primary features.

In an extension to the cancelable templates based on symmetric hash functions
in [104], Kumar et al. [105] proposed the use of a combination of symmetric
hash functions to enhance security against brute force attacks and also retain a

reasonable performance.

Jin et al. [106] proposed two factor cancelable biometrics and named it the Index-
of-Max (IoM) hashing. ToM hashing uses external random parameters and trans-
forms the biometric features (real valued) into hash codes with a discrete index.
In this paper, the authors demonstrated two realizations from the notion of IoM
hashing based on Gaussian random projection and uniform random permutation.
IoM hashing has merits such as strong non-invertibility and robustness to transla-
tional and rotational variations. Furthermore, the scale-invariance of hash codes
aids in feature alignment and matching. If the transformed template is compro-
mised, a new token-based seed is generated for random permutation to produce

new transformed template which automatically revokes the compromised template.

Based on IoM hashing, Kim and Toeh [107] proposed a sparse combined Index-
of-Max hashing (SC-IoM). This scheme produces two-set hash vectors (integer-
valued) which are further transformed via a probabilistic many-to-one function.
In the end, two binary vectors are combined to produce a single and compact sparse
binary vector. Both schemes [106][107] demonstrate good recognition performance

and meet the revocability and unlinkability criteria.
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Abdullahi et al. [108] exploited the Fourier-Mellin transform and the fractal cod-
ing to generate a robust and secure hash from a fingerprint. The proposed scheme
makes use of the Fourier-Mellin transform for feature alignment and produces
a fixed-length minutiae representation. Then, fractal coding is used to exploit
texture compression and dimensionality reduction to generate a compact and ro-
bust hash for improved recognition and security. The proposed scheme fulfils
the revocability and difficult unlinkability criteria with a satisfactory recognition

performance.

2.2.5 Random permutations

Random permutation, which is mostly applied to binary templates, exploits user-
defined random keys to achieve cancelable templates. Farooq et al. [109] proposed
several techniques to create cancelable templates using binary string representa-
tions. In the proposed scheme, a minutiae based fingerprint is first represented
as a binary template and is then transformed into an anonymous representation
using a unique personal key. In order to determine the bit-based representation,
the invariant features of minutiae triplets are used inspired by the early work of

Germain et al. [110].

An example of a minutiae triplet and the features drawn from it are shown in Fig-
ure 2.4. Even under the grid transformation, the geometry of the triangle doesn’t
change which makes the transformation robust. From the minutiae triplets, mul-
tiple translation and rotation invariant features are computed in the form of a
vector. It comprises the length of the sides, the angles between the minutiae ori-
entation and the sides, triangle height, triangle handedness, ridge count between
the sides etc. These features are more stable and easier to compute. Each invari-
ant feature in the feature vector is quantized using the appropriate step sizes in a
way that is neither too coarse so that it loses its discriminative power nor too fine
as it is sensitive to slight distortions. Finally, quantized features are converted to

binary numbers using an appropriate number of bits.
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FIGURE 2.4: An example of minutiae triplet (left). Invariant features from the
minutiae triplet (right) (reproduced from [109])

Once binary vectors are acquired from the minutiae-based fingerprints, a number
of operations similar to the standard genetic algorithm can be performed to gen-
erate cancelable templates. One of the available operations is known as mutation
in which a binary vector is mutated randomly. Using an empirically established
threshold and random probability, each 0 bit is set 1 and vice versa. Another op-
eration, known as randomization, uses a randomly generated user key to permute
the binary feature vector. Key selection introduces diversity and revocability in
the method. It is worth noting that a bit-based implementation of this method

makes it computationally feasible at the matching stage.

In [111], Jin et al. proposed random triangle hashing-based alignment-free can-
celable templates in binary format. In this method, all minutiae points in a fin-
gerprint are first translated with reference to a selected minutia. Based on the
principle of random triangle hashing, a hash string is constructed by counting the
number of minutiae in the random triangular regions. Randomness of the trian-
gular regions is achieved by a secret key which identifies the location of the three
vertices. In each triangular region, based on the orientation of each minutia, the
number of minutiae falling in the pre-defined orientation range are counted. If no
minutia is observed with an orientation that can fit in a certain range, the minutiae
count for that range is zero. The process is repeated for all triangular regions and

a hash (integer) vector is constructed in which each number represents a minutia
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count in a particular orientation range. The hash integer vector is binarized using
a bit block coding operation. A compromised template can be revoked by using a

different key with new index locations.

Jin et al. [98], [112] proposed cancelable templates using localized binary features
based on minutiae pairs. The scheme is initiated with the computation of transla-
tion and rotation invariant features in the binary format from the minutiae pairs.
After this, a key specific transformation is applied to the binary features to pro-
duce non-invertible and cancelable templates. The invariant features attached to
a pair are the distance between two minutiae, the angle between the orientation of
two minutiae, the angles between the orientation of each minutia and the line seg-
ment connecting them. After computation, these invariant features are quantized
using the appropriate step sizes. Another purpose of performing quantization is
to decrease the effect of distortion induced during fingerprint acquisition. The
next crucial step is to convert all the quantized features into a binary number by
choosing an appropriate number of bits for each feature. Altogether, if N bits
are required to binarize all features, there are 2V bins with first bin made up of
N zeros and last bin made up of N ones. A binary feature vector is initialized
with a zero vector of length 2. We inspect each binary number i.e., computed
from a quantized one, and index a bin by one in the binary feature vector. It is
likely that some bins are indexed multiple times which are made zero in order to
remove the redundant features and to make sure that the feature vector strictly
stays binary. However, this binary feature vector is vulnerable as an adversary
can use it to access the associated biometric system [113]. In [113], a cancelable
template is constructed in binary format using 3-tuple quantization based on a
polar grid. In [98], [112] and [113] the resultant binary vector is permuted with a
user-specific key. However, if the key is exposed, the quantized minutiae positions

are vulnerable.

In [114], Lee et al. proposed bit-string based alignment-free cancelable templates.
The bit-based implementation is mainly performed by mapping all the minutiae
points into a predefined 3-dimensional cell array. The array is inspected to locate

the cells which contain the minutiae. In order to perform this operation, all the
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minutiae in the fingerprint are translated and rotated to get mapped into the cells
based on the position and the orientation of one reference minutia. Cells with more
than one minutia in it are set to one and 0 otherwise. A bit string is generated by
sequentially arranging all the cells in the 3D array. Once the bit string is achieved,
cancelable templates are achieved by permutation based on the type of reference

minutia and the user’s PIN.

A multiline code (MLC)-based template protection scheme is proposed by Wong et
al. [115] which is deployed on minutiae-based fingerprints, like other conventional
methods. To ensure robustness, the scheme requires a descent minutiae extraction
process before applying the transformation. The minutiae extraction process con-
sists of six stages which are segmentation, orientation field estimation, contextual
filtering, binarization, thinning and minutiae detection. In the proposed scheme,
a straight line is drawn passing through and centred at a reference minutia in
the direction of the orientation of the minutia. On the line, equi-distant sample
points are marked. For each sample point, a circular bit-wise mask is applied to
obtain the number of minutiae within the area in different angular partitions. The
relative angle between the orientation of the reference minutia and that of the

neighbouring minutia provides an angular partition in which a minutia falls.

A real valued line code for the reference minutia is formed by sequentially arranging
all minutiae that fall in the overlapping cylinder. At the end of the process, an
MLC is obtained by stacking up all the individual line codes that represent an
unprotected fingerprint template. This multiline code is secured by applying a
simple permutation based on a user-specific random key. Although MLC provides
non-invertible implementation, it requires large storage compared to binary code.
This limitation is addressed in [116] in which Wong et al. generated a binary
MLC. A loss of accuracy caused as a result of the generation of binary MLC
is compensated by an enhanced similarity measure called dynamically weighted

integrated dice similarity.

Performance preservation is a big challenge in the process of developing cance-

lable templates. This challenge is somehow addressed in [117] in which Kho et
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al. proposed a cancelable template design for fingerprints with randomized non-
negative least squares. The structure of the proposed model consists of three
stages, namely training, enrollment and verification. From each minutia and its
neighbourhood, a partial local structure (PLS) is derived during enrollment which
is essentially a collection of direction-based partial structure map (DPSM) vectors.
A non-invertible transformation to PLS descriptors is formulated by solving the
permuted randomised non-negative least square (PR-NNLS) optimization prob-
lem. DPSM vectors act as training data for PR-NNLS which is essentially a
least-squares regression problem. Permutation is achieved by a user key which is
used to introduce revocability and diversity. The proposed method exhibits good
security and excellent recognition accuracy for good as well as poor quality finger-
print images. However, matching the two cancelable templates is a complex and

computationally expensive process.

2.2.6 Non-invertible transformation functions

Wang et al. [118] proposed a design for alignment-free cancelable templates via
curtailed circular convolution. Two sequences of finite duration with lengths M
and N, such that N < M, when convolved via linear convolution or augmented
circular convolution, produces a resultant sequence with length M + N — 1. With
the knowledge of one sequence and the resultant sequence, the other sequence can
be reverse engineered. However, if implemented in a suppressed fashion, M point
circular convolution, with a resultant length M, makes the process non-invertible

because the first NV — 1 points in the resultant are corrupted by aliasing.

Circular convolution when applied in a suppressed fashion is called curtailed cir-
cular convolution and is used to generate cancelable templates. A binary feature
string of length p is extracted from the fingerprint using the scheme in [98] and con-
volved with another randomly generated finite-duration sequence on length ¢ such
that ¢ < p. The length of the resultant vector is p and acts as a transformed tem-
plate. The first ¢—1 entries in the transformed template are corrupted by aliasing,

ensuring the security of the transformation even if an adversary has knowledge of
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the transformed template and the randomly generated sequence. A compromised
template can be replaced by a new template generated using another user defined
random sequence. The design is implemented using p-point fast Fourier transform

(FFT) which makes the implementation computationally efficient.

Ferrara et al. [119] developed alignment-free revocable templates based on the
Minutia Cylinder Code (MCC) [120]. MCC is a state-of-the-art local minutia
representation based on 3D structures called cylinders. Cylinders are created by
using only the position and the orientation of the minutiae. A cylinder with radius
R and height 27 is created with the base centred at the reference minutia location
in the direction of minutia orientation. The cylinder is enclosed inside a cuboid
which is discretized into No = Ng X Ng x Np cells. Figure 2.5 shows a graphical
representation of the cylinder associated with a reference minutia in which the
cuboid is rotated so that axis ¢ is aligned to the direction of the corresponding

minutia. Each cell represents a small cuboid with a base of size Ag x Ag and

height Ap where Ag = % and Ap = 2—7; For each cell, a numerical value

(b)

FIGURE 2.5: (a) The cylinder with the enclosing cuboid (b) Discretization of
the cuboid into cells [120].

is calculated by acquiring an accumulative contribution from each minutia in its
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neighbourhood. The accumulative contribution includes a spatial and directional
contribution from the neighbouring minutia. In order to limit the contribution of
the dense minutiae clusters, each cell value is constrained in the range [0,1] using
a sigmoid function. The validity of each cell is determined with reference to a
certain threshold and invalid cells are assigned a value of zero. Finally, a cylinder
set is created by stacking up all cells in a vector starting from the cells in the
base of the cylinder. A bit-based implementation is made possible by a unit step
function which converts a real-valued cylinder set in a binary cylinder set. If there
are no invalid cylinders, for M minutiae in fingerprint, there are M corresponding
binary strings that represent an MCC feature template. However, MCC templates
are not secure nor cancelable as demonstrated in [121], hence an attack strategy
can be devised with a high precision of minutiae retrieval. A non-invertible MCC
representation, also known as protected MCC (PMCC), is achieved by binary KL-
transform. Although PMCC representation is non-invertible, it is not cancelable.
Cancelability is achieved by a user-specific key that acts as a seed for the partial

permutation of the PMCC features as reported in [119].

Sandhya et al. [122] proposed alignment-free cancelable templates by constructing
k-nearest neighbourhood local structures (k-NNS) in a minutiae-based fingerprint.
The local structure is constructed with reference to each minutia in the fingerprint
by considering k minutiae in its nearest neighbourhood. Some of the rotation
invariant features related to the structure can be computed by accounting the
distance between the reference and each of the neighbouring minutia, and an
average of the orientation of reference and each of the neighbouring minutia. The
process involves the computation of all features for all local structures and is
organised in the form of a feature vector. In order to achieve a fixed size feature
vector, the structure is quantized into cells and mapped onto a 2-dimensional array.
Cells with one or more minutia in it are assigned a value of 1 (and 0 otherwise),
which enables a bit-based implementation of the method. Prior to generating a
cancelable template, a binary vector is converted into a complex valued feature
vector using discrete Fourier transform (DFT). Finally, a cancelable template is

obtained by applying a user-specific random key of size less than the size of the
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binary vector which makes the transformation non-invertible. Cancelability is

simply achieved by changing the user key.

Wang et al. [123] developed a blind system identification approach to generate
cancelable templates based on a quantized pair-minutiae vector [112]. In blind
system identification, if the identifiability condition is not met, the source signal
cannot be identified and it provides a base for the proposed model. The implemen-
tation involves a user-specific parameter key and a Toeplitz feature matrix which
contains the frequency samples (obtained by taking DFT) of the corresponding
binary features from the quantized pair-minutiae vector. The Toeplitz feature
matrix is constructed in such a way that its length is equal to the length of the
parameter key. From an implementation point of view, cancelable templates are
obtained simply by multiplying the key with the feature matrix. In relation to
this, the important identifiability condition for inversion depends on the length of
the parameter key. If the length of the parameter key is less than the half of the
length of the feature vector, the transformation process is not invertible. However,

a smaller key leads to more distortion which affects performance.

In [124], Wang et al. proposed a feature extraction method based on zoned minutia
pairs and developed cancelable templates using partial DFT. The process involves
the extraction of features such as the relative distance and angle between two
minutiae as locally as possible which are invariant to global translation and rota-
tion [125]. For this purpose, the minutiae set is zoned into several local circular
regions each centred at every minutia with a fixed radius. Minutia pairs are formed
between the central minutia and all other minutiae within each zone. The invari-
ant features related to each zoned minutia pair include, the distance between the
central and other minutia and two relative angles between the orientation of both

the minutiae and the line segment (see Figure 2.6).

Quantizing each feature by appropriate step size allows the effects of elastic dis-
tortion to be mitigated. In order to locate each minutia in a zone, a cuboid is
defined with three axes representing three features i.e., length and two relative

angles. The cuboid is divided into cubicles based on the step size used to quantize
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FIGURE 2.6: Local minutia structure. Left: selection of a circular local zone in
red. Middle: minutia pairs constructed from the selected zone. Right: quantized
minutia pairs matched to the corresponding bins in the cuboid [123].

each feature. Each cubicle is assigned a value of 1 if its location is matched with
the quantized feature vector, and all other cubicles are assigned a value of 0. A
binary string is formed by concatenating all Os and 1s in a cuboid and it repre-
sents the local zone. For a fingerprint with N minutiae, there are N local zones
and N corresponding binary strings. A modulo operation on each binary string
enables many-to-one mapping and addresses the attacks via record multiplicity
[126]. Finally, cancelable templates are formed using partial DFT in which the
FFT matrix is made column rank deficient by a user-defined random key which

makes the transformation non-invertible.

TABLE 2.1: Characteristics and EER (%) performance comparison of some well-
known cancelable template designs in the lost-key scenario (the 1vsl protocol).

Cancelable fingerprint Signal Key Alignment | FVC2002 | FVC2002 | FVC2002 | FVC2004 | FVC2004
template design Representation Employing free DB1 DB2 DB3 DB1 DB2
Ahmad et al. [95] Pair-polar feature Random Projection Yes 9 6 27 - -
Das et al. [127] Minimum Distance Graph Random Projection Yes 2.27 3.79 - - -
Jin et al. [113] Binary Polar Feature Random Permutation Yes 5.19 5.65
Wong et al. [116] Enhanced MLC Feature Random Permutation Yes 1.97 2.54
Jin et al. [99] RGHE Feature Random Projection Yes 4.36 1.77
Wang and Hu [97] Geometric Trans. Feature Random Projection Yes 3.50 4 7.50
Wang and Hu [118] Curtailed Circular Conv. Keyed Conv. Mtx. Yes 2 2.30 6.12
Wang and Hu [123] Toeplitz Transform Feature | Keyed Toeplitz Mtx. Yes 3 2 7
Wang et al. [102] Partial Hadamard Transform | Random Projection Yes 1 2 5.2 - -
Wang et al. [124] Partial DFT Feature Keyed DFT Mtx. Yes 0.19 1 4.29 - 9.01
Yang et al. [96] Multiple Schemes Random Projection Yes 0.32 0.64 4.57 - 9.9
Kho et al. [117] R-NNLS Random Permutation Yes 0 0 2 - 4
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2.3 Summary

This chapter presents a comprehensive survey of research work on fingerprint tem-
plate protection (FTP). FTP is divided into four categories i.e., fingerprint cryp-
tosystem, feature transformation (or cancelable templates), hybrid technique and
homomorphic encryption. Three categories were summarised in the first section
and an exposition on the fourth category i.e., cancelable template is presented in
the second section. Cancelable templates have been categorised based on the trans-
formation methods. Most commonly used transformation methods are geometric,
robust hashing, random projection, biometric filters, random permutations, non-
invertible transformation functions, etc. At the end, a performance comparison is

presented for some existing models for cancelable templates.



Chapter 3

Alignment-free Cancelable
Fingerprint Templates with Dual

Protection

He who has a why to live can bear almost any how.

— Friedrich Nietzsch

3.1 Introduction

With good reliability and recognition accuracy, fingerprint-based biometric au-
thentication technology [1] is widely used in civil, commercial and financial sectors.
The raw fingerprint features of enrolled users, known as templates, are often stored
in central databases or on smart cards and mobile devices (see Figure 1.2). Due
to the intrinsic bond between template data and one’s identity, the consequence of
having one’s fingerprint template compromised is serious and therefore, template

protection [125] is critical for fingerprint biometric systems.

In this chapter, an alignment-free cancelable fingerprint template scheme is pro-
posed which allows fingerprint security at two levels. The first security level in the

42
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proposed method is achieved by a simple yet an intelligent process that induces un-
certainties in the fingerprint’s binary features by a window-shift-XOR model. This
step ensures fingerprint protection against threats like ARM attacks. Following
this, one-way transformation is achieved via partial DWT which constitutes the
second level of protection as well as allowing the development of cancelable tem-
plates. These cancelable templates come with the inherent properties of accuracy,
non-invertibility, revocability, diversity and unlinkability. DWT also offers a good
denoising property which preserves or even enhances the recognition accuracy of

the proposed method [128].

Feature extraction and representation play a pivotal role in the design of cancelable
fingerprint templates since these directly affect the matching performance. In the
proposed scheme, MCC [120] which is a state-of-the-art local minutia descriptor,
is used for this purpose. The alignment-free, binary MCC template has excellent
matching performance over a number of public databases, e.g., FVC2002 DB1-DB4
[9]. However, the MCC template can be reverted to recover the original minutiae
and thus has security shortfalls. Ferrara et al. [121] designed a protected MCC
(P-MCC) template to strengthen the security of the MCC. Although the P-MCC
is non-invertible, it is not cancelable. Compared to this, the proposed method

allows the production of cancelable fingerprint templates built upon MCC.

One of the key strengths of DWT [128] is to capture abrupt changes in signals
and images. The MCC binary feature vectors are characterized with such abrupt
changes, as these changes carry meaning. With the added benefit of denois-
ing, the DW'T prevents the post-transformation performance from deteriorating.
Consequently, partial DWT not only realises non-invertibility but also enhances
the matching accuracy. When evaluated over public databases FVC2002 [9] and
FVC2004 [10], the proposed alignment-free cancelable templates outperform al-
most all the existing methods. The main contributions of the proposed scheme

are summarised as follows:

1. The window-shift-XOR model effectively defends the ARM with simple op-

erations. Window segmentation and shifting as well as XOR logic are easy
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to implement and have little computational complexity.

2. The proposed alignment-free cancelable templates show superior performance.
In particular, it is equal to the performance of the MCC template and does
not suffer from post-transformation performance degradation. In addition,
the proposed method significantly increases the security of the MCC and

converts it into a cancelable template.

3. With dual protection, the designed cancelable template has increased secu-
rity. It is able to thwart the ARM and satisfies the requirements of non-

invertibility, diversity and revocability for cancelable biometrics.

The rest of the chapter is organized as follows. Section 3.2 introduces wavelets
and the DW'T and reviews the MCC. Section 3.3.1 details the window-shift-XOR
model and partial DWT of the proposed scheme. Section 3.4 presents the experi-
ment results and discusses the security of the proposed alignment-free cancelable

templates. The summary of the proposed work is given in Section 3.5.

3.2 Preliminaries on wavelets and the MCC

3.2.1 Wavelets and the DWT

In this section, we present the fundamentals of wavelets and introduce the DWT.
A wavelet is a finite-duration, rapidly decaying wave with zero mean. The most
prominent characteristic of wavelets is good time-frequency localization and there-
fore, wavelets are best suited for dealing with signals that have abrupt changes,
such as the binary MCC template. Moreover, wavelets come in different sizes and
shapes. The availability of a wide variety of wavelets makes wavelet analysis at-
tractive because different wavelets can be chosen for different applications. The
essential components of a wavelet include the lowpass filter C, the highpass filter
D and the decimation (i.e., downsampling) step, denoted by the symbol | 2 (see
Figure 3.1 adapted from [128]). The lowpass filter C computes the averages of the



Chapter 3. Alignment-free Cancelable Fingerprint Templates with Dual Protection 45

inputs at each stage (or decomposition level), while the highpass filter D takes
the differences of the inputs at each decomposition level. The downsampling step
follows both the lowpass filter C and the highpass filter D to keep only the even-
numbered components of the filtered outputs, so that the wavelet transform yields
the same number of coefficients as the length of the input signal. Obviously, this

saves memory.

Aiv1, k

D iz—

I3j+1, k

FIGURE 3.1: The operation of wavelets (adapted from [128]).

The wavelet transform [128] operates in continuous time on functions and in dis-
crete time on vectors. To suit our need, we focus on the DWT (discrete wavelet
transform). Since each element in the DWT has a position in time, denoted by
k, as well as a position in frequency (also called scale or decomposition level),
denoted by 7, it is better to use a double index j, k, where j =0,1,--- ,J — 1 and
k=0,1,---,2 — 1, with J being the total number of decomposition levels. In
Figure 3.1, assume that the input vector x is of length N = 27. In the wavelet
operation shown by Figure 3.1, levels j and j+1 are related such that the averages

and differences of the inputs at each level can be computed recursively, expressed
by
1
Qi = ﬁ(ag‘ﬂ,% + Qjy12k+1)

1
bjr = 7\/§(aj+1,2k — Uj412k+1)

(3.1)

where the averages a;; are the inputs to the next level j — 1 and the differences

b, at each level j are kept as the final wavelet coefficients.
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At each level j, we find 27 differences and averages until we reach level 0 with
an overall average and an overall difference (i.e., first half average - second half
average). This is best illustrated by a finite pyramid [128] with an input vector of
length N = 23, as shown in Figure 3.2. In this example (see Figure 3.2), the input

FIGURE 3.2: Averages a;j go up the pyramid and differences b; ;, stop (adapted
from [128]).

has N = 23 = 8 elements. The DWT has a total of J = 3 decomposition levels

and produces 8 wavelet coefficients, since

4 differences + 2 differences + 1 difference + 1 overall average = 8

The wavelet coefficients are obtained by concatenating all differences with an over-

all average, thus completing the process of the DWT.

In (3.1), the combination of lowpass/highpass filtering and downsampling can be

represented by the rectangular matrices C; and D), respectively, each of which
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consists of 1 x 2 blocks:

ERES
V2 V2
o 11
C, — SR (3.2)
—L _ 1
V2 V2
L 1 1
D, = 1 -1 (3.3)
The matrices C; and Dj are each of size 27 x 2/t! where j = 0,1,---,J — 1,

denoting the decomposition level.

The recursive nature of the wavelet operation allows us to construct the matrix A

of size 27 x 27 | expressed in the form of matrix multiplication:

Ag A,
I, I,

(3.4)

where I is the identity matrix of size 297! x 27*! and matrix A; is formed by

matrix C; in (3.2) and matrix D, in (3.3), given by

C;j
A=
D;
The size of A, is 277! x 271 where j = 0,1,---,J — 1. Based on matrix A in

(3.4), the DWT is performed on an input vector x, written as

b = Ax (3.5)

where the output vector b contains the wavelet coefficients, and both the input
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vector x and output vector b are of length N = 27. Thus, the DWT outputs the

same number of wavelet coefficients as the length of the input.

It is not hard to see that the structure of matrix A in (3.4) allows fast computation
of the DWT. This is known as the fast wavelet transform (FWT). The FWT is
asymptotically faster than the fast Fourier transform (FFT), requiring only O(N)

computations [128].

Remark: For clarity and brevity, in the above, we have used the simplest lowpass
filter with only two coefficients %{1, 1}!, which means that the corresponding
highpass filter also has only two coefficients %{1, —1}. Despite this simplicity,
the concept and operation of wavelets remain the same with other filters of more

taps.

3.2.2 A local minutia descriptor — MCC

Since the input to the proposed scheme is the binary feature vectors of the MCC [120],
let us briefly review the MCC. In the MCC representation, a 3D local structure,
called cylinder, is constructed for each (reference) minutia by encoding the relative
spatial and directional relationships of the reference minutia with its neighboring
minutiae within a prescribed range. Each cylinder is discretized into a number
of cells. Based on the likelihood of finding minutiae that are close to the center
of the cell in terms of location and direction, a numerical value is calculated for
each cell. As a result, a binary bit-string is created for each cylinder. The MCC
is a well-known minutia-based template for fingerprint recognition, but it is not a
cancelable template and can be reverted to rebuild the original minutiae [121]. We
make use of the MCC’s binary representation and strong performance to design

cancelable templates, as detailed in Chapter 2.

'In the filter % is a scale factor, which can be ignored in practical implementation.
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3.3 Proposed scheme

The proposed scheme comprises the following three key components:

e The window-shift-XOR model: The model offers single protection.

o The partial DWT: This, in conjunction with the window-shift-XOR model,

renders dual protection.

o Fingerprint matching in the transformed domain

3.3.1 The window-shift-XOR model

The proposed scheme’s single protection is featured by the window-shift-XOR
model, aiming to defuse the ARM threat [126]. The ARM weakens the security
of many existing cancelable fingerprint templates, e.g., [77], [114], [97]. The root
cause of the ARM is that cancelable templates for different applications are actu-
ally generated from the same feature data. When an adversary acquires sufficient
amounts of templates from multiple applications, the original feature data can be
restored. To prevent the ARM threat, we have to ensure the stored templates in
different applications come from different feature data which are unrelated to one

another.

Taking advantage of MCC’s feature representation, we utilize the MCC binary
bit-strings as the input to the window-shift-XOR model. Specifically, the window-
shift-XOR model creates new vectors by adding random uncertainties to MCC’s
binary feature vectors. The new vectors are parameter-controlled so that they can
be made different and unrelated from one application to another. Suppose that

MCC’s binary vector of the cth valid cylinder is written as

xo = [2o(1), 20(2), - , 2o(M) (3.6)
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where M is the length of x. and ¢ = 1,2,--- ,C with C' being the total number
of valid cylinders from the MCC. The window-shift-XOR model is depicted in

Figure 3.3.

XOR

of1] - |o
1jo| - o

FI1GURE 3.3: The window-shift-XOR model.

First, we divide x, into W segments® using a window of fixed size S, i.e., W =

[M/S]. The vector X, can be rewritten as

X, = [X],X5, -, X{y/] (3.7)

where x¢ = [2¢(1),25(2), -+ ,25(S)], r = 1,2,--- ,W. It is readily seen that the

T r T

elements of x. in (3.6) and (3.7) are related by

z(S(r—1)+k)=25(k), r=1,2,--- Wand k=1,2,---,5 (3.8)

Next, we shift the second segment x§ of x. in (3.7) till the last segment x§;, one
by one beneath the first segment x{ and align them vertically element by element.

This shifting process can be expressed by the following matrix:

x| x50 5@ )
O 1 D O DR ) 59
i ] o) 2@ o (),

!The last segment is appended with 0 so that its length is S if M/S is not an integer.
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The size of matrix M is W x S.

Finally, we randomly select a candidate segment x¢, or equivalently, row r of M,
1 <r < W, and perform the element-wise XOR between the rth row and any
other rows of M. That is,

yi(k) = as(k) @ as(k), j# 7 1<jr<W (3.10)

where @ denotes the XOR operation and k£ = 1,2,---,5. Upon the completion
of the element-wise XOR, the rth row of M, x{, is discarded for the purpose
of security (see Security Analysis in Section 3.4.5). A new binary vector y, is
formed by concatenating the post-XOR rows y§ = [y5(1),v5(2), - ,¥5(S)], j =

1,2,--- /W — 1. The new size-reduced binary vector y, is given by

Y. = [y({ayga 7Y€/V—1]T (31]‘)

The length of y, is N = M — S, shortened by S elements compared with the
length M of the original MCC binary vector x., because of the removal of the rth
row of M after the XOR operation.

Despite originating from the same x., thanks to the window-shift-XOR model,
vector y,. can be built differently and made unrelated in different applications
by changing window size S and selecting the candidate segment x¢ for the XOR
operation. Therefore, the ARM is defensible.

3.3.2 The partial DWT

The binary vector y, in (3.11) is created with uncertainty by the window-shift-
XOR model. To heighten its security, we further protect y, with the partial DWT.
It is well known that the DWT is good at denoising [128], so it helps to preserve

recognition accuracy after the transformation, which is an added benefit.

We first take the N-point discrete cosine transform (DCT) [129] on y, to obtain

z. and z. is a real vector. This step is necessary because elements of y, are binary,
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which might narrow the search space for finding y,.. The (full-order) DWT (3.5)
cannot be used to protect z., since the DWT matrix A in (3.4) is non-singular
given that A is orthogonal or orthonormal, namely, ATA = I and A™! = AT,
allowing z. to be restored easily. However, the DWT matrix A possesses some
nice properties. For example, the rows of A are orthogonal. If we only select a
portion of the rows of A to form a rectangular submatrix A, then A is column

rank deficient and singular.

We take the partial DWT on z. using the submatrix A:
w. = Az, (3.12)

where A is formed by randomly selecting R rows of A using an index vector k,

given by
k = [k1, ko, -, kg] (3.13)

where R < N and N is the length of z.. All elements of k are strictly positive
integers with k; # k; for all i # j. The ith row of A is the k;ith row of A
for i = 1,2,--- ,R. The size of A is R x N, so it is a column rank deficient
matrix. The partial DWT (3.12) corresponds to an underdetermined system,
which does not have unique solutions. The true z. is just one of the many solutions
of this underdetermined system. Thus, the partial DWT (3.12) is a non-invertible

transformation.

Remarks:

1. The vector k in (3.13) serves the role of a parameter key. Altering k gives
different A, which produces different w,. Therefore, w. is a cancelable
template. The MCC has a total of C valid cylinders, each of which yields
w,, forc=1,2,--- ,C.

2. The availability of a broad range of wavelets is a main advantage of wavelet

analysis. We choose Daubechies wavelets to evaluate the performance of
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the designed cancelable template, because they are orthogonal wavelets and
have high vanishing moments, offering good approximation (see experiment
results in Section 3.4). Daubechies wavelets also have compact support,

providing good time-frequency localization.

3. We can exploit the computational advantage of FWT algorithms [128] to
expedite the calculation of w. in (3.12). The FWT is faster than the FFT,

as discussed in Section 3.2.1.

3.3.3 Fingerprint matching in the transformed domain

For security reasons, fingerprint matching is conducted in the transformed domain.
Query fingerprints undergo the same process as template fingerprints. To distin-
guish between the template and the query, we use the letters ‘t’ and ‘q’. Suppose
that there are C; valid cylinders in the template, each generating y,, in (3.11) and
subsequently w,, in (3.12), for ¢, = 1,2,--- ,C}. The same applies to the query.
Note that C} # C, as the template and the query usually have a different number

of cylinders.

The similarity score between y,, and y, with single protection and the similarity

score between w,, and w,, with dual protection are given by

y., ® el
Si(y.,y.)=1- k . 3.14
e ¥e) = 1= 1 o T (3.14)
S e R (3.15

[1Well2 + [[we, [

where ¢, = 1,2,--- ,Cy and ¢, = 1,2,--- ,C,. Symbol @ denotes the element-
wise XOR and [[ - ||z represents the 2-norm [130]. The values of Si(y.,,,y.,) and
Sg(wct,wcq) range from 0 to 1. The two scores indicate the extent of similarity
between a cylinder in the template and a cylinder in the query. The larger the

scores, the more similar the cylinder pair.

Since there are C} cylinders in the template and C, cylinders in the query, to

make a match or non-match verdict, we must compute the similarity scores for all
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cylinder pairs between the template and the query. This leads to a score matrix of
size Cy x Cy, from which a single global score is determined using the local greedy

similarity algorithm in the MCC SDK [120].

3.4 Experiment results and analysis

To evaluate the proposed cancelable template design, we conducted extensive tests
over five public databases FVC2002 DB1, DB2 and DB3 [9] as well as FVC2004
DB1 and DB2 [10]. These databases contain fingerprints of varying quality. In-
formation about these databases is summarised in Table 1.1 in Chapter 1. We
employed the commercial fingerprint recognition software VeriFinger SDK [11] to
extract minutia points from fingerprint images in these databases. The perfor-
mance measures applied in our tests are the FAR, FRR and EER. The two testing
protocols we adopted are the 1vsl protocol and the original FVC protocol from

[121] (also refer to Chapter 1 for further details).

3.4.1 Matching performance with single protection

By changing window size S, we tested the matching performance of the proposed
scheme with single protection — the window-shift-XOR model. The original length
for each binary string of the MCC template is 1536 bits, so with single protection
only, the length 1536 is reduced to 1152 if the window size S = 384. Under the
1vsl and original FVC protocols, the EER results are reported and compared with
those of the reproduced MCC templates in Tables 3.1 and 3.2, respectively. From
Tables 3.1 and 3.2, we observe that different window sizes have a marginal effect
on the matching performance, and the proposed scheme with single protection
suffers no or negligible performance loss when compared to the reproduced MCC

template.

In the window-shift-XOR model, different candidate segments, e.g., a head seg-

ment, a middle segment, a tail segment or any other segment, can be chosen to
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TABLE 3.1: EER (%) under different window sizes (with single protection only)
in comparison with the reproduced MCC under the 1vsl protocol (the last
segment is the candidate segment).

Window size S FVC2002 | FVC2002 | FVC2002 | FVC2004 | FVC2004
DB1 DB2 DB3 DB1 DB2
Reproduced MCC 0.01 0 1.41 7 5
150 0.04 0 2 8 5
275 0.04 0 2 7.93 5
384 0 0 2 7.42 5

TABLE 3.2: EER (%) under different window sizes (with single protection only)
in comparison with the reproduced MCC under the original FVC protocol (the
last segment is the candidate segment).

Window size S FV(C2002 | FVC2002 | FVC2002 | FVC2004 | FVC2004
DB1 DB2 DB3 DB1 DB2
Reproduced MCC 1.54 1.29 4 8.60 7.64
150 1.68 1.43 4.95 9.25 8.57
275 1.96 1.85 5.6 9.92 8.46
384 1.82 1.64 4.81 9.85 8.34

perform the element-wise XOR with other segments. We tested the impact of
different candidate segment selections on the matching performance with window
size S = 384. The results are given in Tables 3.3 and 3.4. It is shown that candi-
date segment selection has little or no impact and the EER of the proposed single

protection is similar to that of the reproduced MCC.

TABLE 3.3: EER (%) under different candidate segment selections (with single
protection only) in comparison with the reproduced MCC under the 1vsl pro-
tocol (S = 384).

Window location | FVC2002 | FVC2002 | FVC2002 | FVC2004 | FVC2004
DB1 DB2 DB3 DB1 DB2
Head segment 0.02 0 1 8 5
Middle segment 0.06 0 2 7 )
Tail segment 0 0 2 7.42 5

3.4.2 Matching performance with dual protection

With dual protection, we evaluated the performance of the proposed scheme in the
worst-case scenario, where a user-specific key is lost. We simulated this scenario

by assigning all users the same key k in (3.13). Key k was generated randomly.
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TABLE 3.4: EER (%) under different candidate segment selections (with single
protection only) in comparison with the reproduced MCC under the original
FVC protocol (S = 384).

Window location | FVC2002 | FVC2002 | FVC2002 | FVC2004 | FVC2004
DB1 DB2 DB3 DB1 DB2
Head segment 1.83 1.61 4.60 9.78 8.20
Middle segment 1.87 1.57 4.82 9.75 8.50
Tail segment 1.82 1.64 4.81 9.85 8.34

Daubechies wavelets were used to perform the partial DWT (3.12). As vanishing
moments affect the wavelet’s ability to capture different characteristics of a signal,
after testing the EER performance of Daubechies wavelets with different vanishing
moments, we found that Daubechies wavelet “db15” (i.e. 15 vanishing moments)
exhibits fairly good performance. Thus, the ensuing results for all databases are

based on Daubechies wavelets “db15” with window size S = 384.

TABLE 3.5: EER (%) with different key lengths in the lost-key scenario (with
dual protection) in comparison with the reproduced MCC under the 1vsl pro-

tocol.
Key length R FVC2002 | FVC2002 | FVC2002 | FVC2004 | FVC2004
DB1 DB2 DB3 DB1 DB2
Reproduced MCC 0.01 0 1.41 7 5
300 0.02 0 2 8 5
500 0 0 1.63 7.35 4.69

TABLE 3.6: EER (%) with different key lengths in the lost-key scenario (with

dual protection) in comparison with the reproduced MCC under the FVC pro-

tocol.
Key length R FVC2002 | FVC2002 | FVC2002 | FVC2004 | FVC2004
DB1 DB2 DB3 DB1 DB2
Reproduced MCC 1.54 1.29 4 8.60 7.64
300 1.88 1.75 6.11 12.28 8.93
500 1.57 1.50 4.93 10.49 8.62

We assessed how the key length R in (3.13) impacted the performance of the
proposed method. Under the 1vsl and original FVC protocols, the test results
are shown in Tables 3.5 and 3.6, respectively, as compared with the reproduced
MCC template. We can see from Tables 3.5 and 3.6 that a longer key (i.e., a
larger value of R) generally yields better performance, although this comes at the

expense of template security, because more information before the partial DWT
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is kept in the resultant cancelable template. This manifests the tradeoff between
security and recognition accuracy [131]. Furthermore, the performance of the
proposed method with dual protection is close enough to that of the reproduced
MCC template, showing that the designed transformations do not degrade the

recognition accuracy.
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Ficure 3.4: ROC curves for FVC2002 DB1, DB2, DB3, FV(C2004 DB1 and
DB2 in the lost-key scenario under the 1vsl protocol.

In addition to the EER, we considered the lowest FRR at FAR< 0.1% and at
FAR= 0% for the proposed method in comparison with the reproduced MCC in
the lost-key scenario under both protocols. These evaluation metrics are more
indicative of verification accuracy in a real-world setting. With dual protection,
we set the window size S = 384 with the last segment selected as the candidate
segment and the key length R = 500. The experiment results are reported in
Tables 3.7 and 3.8, where we can see that the recognition accuracy of the proposed

method measures up to that of the reproduced MCC.
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Ficure 3.5: ROC curves for FVC2002 DB1, DB2, DB3, FV(C2004 DB1 and
DB2 in the lost-key scenario under the original FVC protocol.
TABLE 3.7: Recognition accuracy in the lost-key scenario (with dual protection)
in comparison with the reproduced MCC under the 1vsl protocol (all values
expressed as percentages).
Database FVC2002 | FVC2002 | FVC2002 | FVC2004 | FVC2004
DB1 DB2 DB3 DB1 DB2
EER (Reproduced MCC) 0.01 0 1.41 7 5
EER (Proposed method) 0 0 1.63 7.35 4.69
FRR at FAR< 0.1%
(Reproduced MCC) 0 0 2 16 9
FRR at FAR< 0.1%
(Proposed method) 0 0 3 16 8
FRR at FAR= 0%
(Reproduced MCC) 1 0 7 16 10
FRR at FAR= 0%
(Proposed method) 0 0 6 17 10

With window size S = 384, we set the key length R = 500 and plotted the receiver

operating characteristic (ROC) in the lost-key scenario for all databases under the




Chapter 3. Alignment-free Cancelable Fingerprint Templates with Dual Protection 59
TABLE 3.8: Recognition accuracy in the lost-key scenario (with dual protection)
in comparison with the reproduced MCC under the original FVC protocol (all
values expressed as percentages).
Database FVC2002 | FVC2002 | FVC2002 | FVC2004 | FVC2004
DB1 DB2 DB3 DB1 DB2
EER (Reproduced MCC) 1.54 1.29 4 8.60 7.64
EER (Proposed method) 1.57 1.50 4.93 10.49 8.62
FRR at FAR< 0.1%
(Reproduced MCC) 3.21 2.21 10.75 21.21 17.64
FRR at FAR< 0.1%
(Proposed method) 4.10 2.89 9.71 25.21 17.53
FRR at FAR= 0%
(Reproduced MCC) 9.39 4.60 12.50 24.17 20.96
FRR at FAR= 0%
(Proposed method) 8.56 5.61 12.64 27.32 21.85

1vsl and original FVC protocols in Figure 3.4 and Figure 3.5, respectively. Ta-
bles 3.9 and 3.10 show the performance comparison between the proposed method
(with window size S = 384 and key length R = 500) and the existing cancelable
template design in the lost-key scenario under both protocols. It can be seen from
Tables 3.9 and 3.10 that for all five databases, the proposed scheme outperforms
all the existing methods except the method proposed by Kho et al. [117] over one
database — FV(C2004 DB2.

TABLE 3.9: EER (%) comparison between the proposed method and the exist-
ing cancelable template design in the lost-key scenario (the 1vsl protocol).

Cancelable fingerprint | FVC2002 | FVC2002 | FVC2002 | FVC2004 | FVC2004
template design DB1 DB2 DB3 DB1 DB2
Ahmad et al. [95] 9 6 27 - -
Das et al. [127] 2.27 3.79 - - -
Jin et al. [113] 5.19 5.65 - - -
Wong et al. [116] 1.97 2.54 - - -
Jin et al. [99] 4.36 1.77 - - -
Wang and Hu [97] 3.50 4 7.50 - -
Wang and Hu [118] 2 2.30 6.12 - -
Wang and Hu [123] 3 2 7 - -
Wang et al. [102] 1 2 5.2 - —
Wang et al. [124] 0.19 1 4.29 - 9.01
Yang et al. [96] 0.32 0.64 4.57 - 9.9
Kho et al. [117] 0 0 2 - 4
Proposed method
(single protection) 0 0 2 7.42 5
Proposed method
(dual protection) 0 0 1.63 7.35 4.69
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TABLE 3.10: EER (%) comparison between the proposed method and the ex-
isting cancelable template design in the lost-key scenario (the original FVC

protocol).
Cancelable fingerprint | FVC2002 | FVC2002 | FVC2002 | FVC2004 | FVC2004

template design DB1 DB2 DB3 DB1 DB2

Wang and Hu [123] 4 3 8.5 - -
Yang et al. [96] 5.75 4.71 10.22 - 12
Kho et al. [117] 2.28 1.25 6.4 - 7
Proposed method

(single protection) 1.82 1.64 4.81 9.85 8.34
Proposed method

(dual protection) 1.57 1.5 4.93 10.49 8.62

3.4.3 Revocability and diversity

Revocability and diversity are essential properties for cancelable fingerprint tem-
plates. If a stored template is compromised, we must be able to revoke it and
issue a new one to replace it. Despite being generated from the same biometric
data, the new template should be different to the old one. To test revocability
and diversity, we generated 100 transformed templates from the first impression
of each finger in FVC2002 DB2 using different keys, that is, randomly generating
100 different k in (3.13). These pseudo-imposter templates were matched against

the original ones.

In Figure 3.6, we plotted the genuine, imposter and pseudo-imposter distributions.
We can see from Figure 3.6 that the pseudo-imposter and imposter distributions
overlap. The mean and standard derivation of the pseudo-imposter distribution
are 0.3562 and 0.0083, respectively, compared with 0.3545 (mean) and 0.0069
(standard derivation) of the imposter distribution. These results show that the
pseudo-imposter templates are unrelated and different as if they were generated

from different fingerprints.
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FIGURE 3.6: Genuine, pseudo-imposter and imposter distributions for
FVv(C2002 DB2.

3.4.4 Unlinkability

Unlinkability requires that the transformed templates of the same fingerprint for
different applications should not be able to be cross-matched. Unlinkability can
be evaluated according to two indicators [8] — the false cross-match rate (FCMR)
and the false non-cross-match rate (FNCMR). FCMR is defined as the ratio of
successful matching attempts between non-mated pairs to the total matching at-
tempts of non-mated pairs, and FNCMR is defined as the ratio of unsuccessful
matching attempts between mated pairs to the total matching attempts of mated

pairs.

The unlinkability test was conducted over FVC2002 DB2. To calculate the FNCMR,
we matched the transformed templates of the first and second impressions of each
finger in FVC2002 DB2. To calculate the FCMR, the transformed template of

the first impression of each finger was matched against the transformed template
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of the first impression of all other fingers in the database. The FCMR versus
FNCMR curve is plotted in Figure 3.7, which shows that FCMR + FNCMR = 1,
so the proposed method exhibits the expected behavior for unlinkability.

FCMR

O | | | | | | | | |
0 0.1 02 03 04 05 06 07 08 09 1

FNCMR

FIGURE 3.7: Unlinkability analysis with mated and non-mated score distribu-
tion (single protection).

Recently, Gomez-Barrero et al. [132], [133] proposed a general framework to eval-
uate the unlinkability of protected biometric templates. Based on this framework,
unlinkability should be measured by two types of score distributions, known as
mated and non-mated sample score distributions. Mated sample scores are com-
puted by comparing templates extracted from the same impression of a finger
using different keys, while non-mated sample scores are obtained by comparing
templates extracted from different fingers using different keys. According to [132],
unlinkability is measured at both local and global levels, denoted by score-wise
linkability D, (s) and system overall linkability D$¥®, respectively. Score-wise link-
ability D, (s) measures the linkability of a biometric template protection system

for each specific matching score s from mated and non-mated score distributions.
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For a particular score s, if D, (s) = 0, two templates are deemed fully unlinkable,
whereas if D, (s) = 1, two templates are deemed fully linkable. Any value of
D, (s) between 0 and 1 indicate a certain degree of linkability. In contrast, the
global measure D¥Y® € [0, 1] estimates the linkability of the whole system indepen-
dent of scores, with D% = 0 (or D¥¥® = 1) meaning that the template protection

system is fully unlinkable (or fully linkable).

We conducted the unlinkability analysis of the proposed scheme under both single
and dual protections using FVC2002 DB2. With single protection, we created six
datasets using two window sizes 384 and 275 in combination with three different
candidate segment selections i.e., head, middle and tail segments. For instance,
the first dataset is created by choosing the window size 384 and a head segment.
The second dataset is formed by choosing the window size 384 and a middle
segment and so on. The window size and candidate segment location serve as the
key of a dataset, which means six different keys for six different datasets. The
reason why we set up six datasets is because the recommendation from [132] is
that the number of datasets for testing unlinkability should be greater than five.
To generate the mated sample score distribution, we used all eight impressions of
each finger in FVC2002 DB2, leading to 4800 (= 800 x 3 x 2) mated scores. To
generate the non-mated sample score distribution, we used the first impression of
each finger in FVC2002 DB2, yielding 29700 (= 4950 x 3 x 2) non-mated scores.
The mated and non-mated score distributions are shown in Figure 3.8. It can be
seen from Figure 3.8 that the mated and non-mated score distributions partially
overlap for score values in [0.17,0.34], making the system under single protection
semi-linkable with D$Y® = 0.35. This shows that single protection is not strong
enough to conceal the same identity of MCC’s binary feature vectors, which is
why we have dual protection to strengthen the security and unlinkability of the

proposed scheme.

To test unlinkability under dual protection, we produced 100 transformed tem-
plates of the first impression of each finger in FVC2002 DB2 with randomly gen-
erated different keys k in (3.13), each key of length 500. The mated sample score

distribution was obtained by matching each transformed template with 100 newly
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F1Gure 3.8: Unlinkability analysis with mated and non-mated score distribu-
tion (single protection).

generated (mated) templates using different keys, which gives 10000 (= 100 x 100)
mated scores. Similarly, 4950 non-mated scores were computed by comparing the
transformed template of each finger with that of a different finger. The mated and
non-mated score distributions are plotted in Figure 3.9, which shows that they
highly overlap with each other with D3* = 0.06. Hence, the proposed scheme

under dual protection is almost fully unlinkable.

3.4.5 Security analysis

We now analyse the security of the designed cancelable templates. In the proposed
method, single protection is offered by the window-shift-XOR model. This model
in combination with the partial DWT provides dual protection. Our security

analysis covers both.

The window-shift-XOR model aims to uncertainty to the MCC binary vectors
through the window-based XOR operation. Upon completion of this operation,
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the candidate segment chosen for performing XOR is discarded. To restore the
MCC binary vector x. from the output y, (see (3.11)) of the window-shift-XOR
model, the adversary must recover the discarded candidate segment and other (pre-
XOR) bits in x.. Given a Boolean variable a, performing XOR yields a®0 = a and
a ® 1 = a, where a denotes the complement of a. Thus, to retrieve the pre-XOR
bits, it depends on the bits in the (discarded) candidate segment. For instance,
if the bit in the candidate segment is 1 and the post-XOR result is g, then the
pre-XOR bit must be g. In the MCC representation Os and 1s are not uniformly
distributed and there are many more Os than 1s. Take the window size S = 384
for example. If we use the last segment as the candidate, it performs element-wise

XOR with other segments and is then discarded. There are about 5% 1s in this

384
segment, i.e., 22 bits. To find these binary 1 bits requires = 3.45x10% ~

22

218 attempts. Given that there are 30-60 minutiae in a fingerprint image and each

minutia is associated with one x., it leads to a total of 23510(= 2118x30)

attempts
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in order to reconstruct all x.. This is computationally infeasible. However, if a
smaller window is set, say S = 150, it would take less effort to pinpoint the binary
1 bits (calculation omitted for brevity). Therefore, the proposed method has dual

protection to further strengthen template security.

With the aid of the window-shift-XOR model, the ARM can be resisted by setting
different window sizes and selecting different candidate segments for the XOR
operation. Doing so renders y,. distinct in different applications, although they
are derived from the same fingerprint. For two applications, even if only one bit is
different in y,, vector z, would be totally different after the DCT. This addresses
the root problem in the ARM. Moreover, the partial DWT is applied to z. such
that the original MCC binary vector x, is given dual protection. Matrix A in
(3.12) is always column rank deficient, thus making the mapping from z. to w,
many to one. Even when both A and w, are compromised, it is hard to determine

the true z. due to this many-to-one mapping.

3.4.5.1 Pre-image attacks

It is a security hazard if an adversary can build a dictionary that contains possible
pre-images of the original biometric feature. This is known as the pre-image attack,
which was recently formulated as the similarity-based attack (SA) by Chen et
al. [134]. The most computationally feasible way to create a pre-image of the
proposed cancelable template is to apply the pseudo-inverse to (3.12), which is
expressed by

5. = A'w, (3.16)

where A is the pseudo-inverse of A and %, the least-squares estimate of z,. Sup-

pose that the adversary acquires two stored (transformed) templates wX) and

(Y)

V) of the same user from Applications X and Y and their associated transfor-

w
mation matrices A and A", Tt follows from (3.16) that 2 and 2" can be

. . . ~A(X
found. Using the normalized inner product, we can measure how close zg ) and
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2") are as well as how close either of them is to the true z.. That is,
275X
i (20,8 = 1 — 2o (3.17)
[e]12 112611
T45(Y)
(e, 2) = 1= o (318)
12l [[2c |2

(3.19)

Using a subset of FV(C2002 DB2, Fingers 30-50, for each of these fingers, we
apply (3.16) to determine their most computable pre-images of z,, i.e., two least-
squares estimates with two randomly generated keys k in (3.13), thus simulating
Applications X and Y. Then based on (3.17)-(3.19), we calculate the distance
between the true z. and either of the two least-squares estimates and the distance
between the two estimates. All the above are computed using MATLAB with the
results given in Table 3.11. We can see that neither of the estimates is close to

the true z., nor are the two estimates close.

TABLE 3.11: The average Euclidean distance (in pixels) between the actual and
modelled minutiae of each finger in the database FVC2002 DB2 (100 fingers).

Finger No. 30 31 32 33 34 35 36
dy(z.,257) | 0.6523 | 0.6746 | 0.6251 | 0.6163 | 0.6188 | 0.6443 | 0.6491
dy(z0,27) | 0.6721 [ 0.6398 | 0.6240 | 0.5910 | 0.6456 | 0.6399 | 0.6387
ds(289,207) 1 0.8463 | 0.8199 | 0.8122 | 0.7831 | 0.7757 | 0.7886 | 0.7929

C ) "¢

Finger No. 37 38 39 40 41 42 43
dl(zc,i(x)) 0.6487 | 0.6523 | 0.6583 | 0.6917 | 0.6420 | 0.6337 | 0.6239

[

dy(2e,207) | 0.6691 | 0.6664 | 0.6788 | 0.6406 | 0.6495 | 0.6488 | 0.6516

C

ds(29,207) 1 0.8141 | 0.8626 | 0.8462 | 0.7833 | 0.8058 | 0.8254 | 0.8383

C ’ " c

Finger No. 44 45 46 47 48 49 20
dl(zc,i(X)) 0.6354 | 0.6461 | 0.6724 | 0.6208 | 0.6184 | 0.6325 | 0.6155

C

dg(zc,i(y)) 0.6332 | 0.6378 | 0.6761 | 0.6355 | 0.6476 | 0.6068 | 0.6442

ds(25,207) [ 0.8217 | 0.8027 | 0.7891 | 0.7880 | 0.8395 | 0.7779 | 0.8391

C

To validate through experiments whether the proposed scheme can ward off pre-

image attacks, we carried out two attack scenarios [121]:

o Type-I Attack: A reconstructed template is used to attack a system contain-

ing the original template, i.e., a template created from the same impression.
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o Type-II Attack: A reconstructed template is used to attack a system con-

taining a template created from another impression of the same finger.

With the pre-image z. obtained from (3.16), we tested Type-I Attack and Type-
IT attack scenarios using FVC2002 DB2. For Type-I Attack, a total of 800(=
8 x 100) attacks were launched. For Type-II Attack, there were 2800(= ((8 X
7)/2) x 100) attacks in total. Moreover, Type-I and Type-II attack scenarios were

each evaluated at two different security levels [121]:

1. Medium security — the verification threshold is set to 0.1% FAR.

2. High security — the verification threshold is set to 0% FAR.

Table 3.12 reports the percentage of successful pre-image attacks at both security
levels. Figure 3.10 shows the score distributions of the proposed scheme against
pre-image attacks in comparison with genuine and imposter score distributions. It
is evident from Table 3.12 and Figure 3.10 that the proposed method is immune

to pre-image attacks.

TABLE 3.12: Percentage of successful pre-image attacks at medium and high
security levels

Security level | Type-I Attack | Type-II Attack
Medium security 0% 0%
High security 0% 0%

3.4.5.2 Masquerade attacks

Masquerade attacks are similarity-based attacks [134], where the synthetic input
bears a large degree of resemblance to the actual template. We simulated the
masquerade attack by producing binary vectors that are very similar to the MCC’s
binary template x.; see (3.6). Specifically, in our experiments, we varied a small
number of bits, say n bits, in the synthetic binary input such that the fabricated

binary vectors resemble the actual x. to a large extent. For example, with each
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FIGURE 3.10: Score distributions of the proposed scheme against pre-image
attacks in comparison with genuine and imposter score distributions.

TABLE 3.13: Percentage of successful masquerade attacks at medium and high
security levels

No. of bits*

Medium security

High security

Type-1 Attack

Type-II Attack

Type-1 Attack

Type-II Attack

20
30
45

0.87%
0.37%
0%

0.14%
0%
0%

0%
0%
0%

0%
0%
0%

* No. of bits in the synthetic input that are different to MCC’s template.

binary string of the MCC template being 1536 bits long, if n = 30, it means that

only 30 bits in the synthetic binary input are different to x.; or equivalently, 1506

(out of 1536) bits are identical to x.. It is worth mentioning that the selection of

these n bits to fabricate the synthetic binary input is totally random. In other

words, the location of these n bits is random and can be anywhere in the synthetic

input that is different to the MCC’s binary template.

As discussed earlier, we evaluated the ability of the proposed cancelable template
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design to tackle masquerade attacks under Type-I and Type-II attack scenarios at
both medium and high security levels using FVC2002 DB2. Note that in either
the Type-I or Type-II attack scenario, we used in our tests different user-specific
parameter keys k in (3.13). This is agreeable with the real-life case where each
user has his/her own secret key. With a varying number of bits different to the
MCC’s binary template, e.g., n = 20, 30, 45, we show in Table 3.13 the percentage
of successful masquerade attacks at medium and high security levels, respectively.
We can see from Table 3.13 that when n = 45, although each synthetic binary input
has a ma-jority of bits (1491 out of 1536 bits) that are the same as the MCC’s
actual template, the proposed scheme can 100% defend masquerade attacks at
both security levels. For n = 30, in Figure 3.11 we plot the score distributions
of the proposed scheme against masquerade attacks in comparison with genuine
and imposter score distributions. It can be clearly observed from Table 3.13 and

Figure 3.11 that the proposed method is able to avert masquerade attacks.
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FIGURE 3.11: Score distributions of the proposed scheme against masquerade
attacks in comparison with genuine and imposter score distributions.
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The low or zero successful masquerade attack rate reported in Table 3.13 is at-
tributable to the window-shift-XOR model and the partial DWT. The window-
shift-XOR operation enables the flipped n bits in the synthetic binary input to
affect other parts of the input. Then the DCT and partial DWT transform the
output from the window-shift-XOR model according to the user-specific key, thus

further impacting the overall result.
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3.5 Summary

Cancelable fingerprint template design faces challenges such as performance degra-
dation after transformation and the ARM threat. With the aim of addressing these
issues, we propose alignment-free cancelable fingerprint templates. The proposed
method is equipped with dual protection, provided by the window-shift-XOR
model and the partial DWT. The former tackles the ARM and is combined with
the latter to further strengthen security and enhance performance. Built upon
the state-of-the-art MCC minutia descriptor, the designed cancelable templates
demonstrate excellent recognition accuracy, which is equal to the performance of
the MCC template and is better than nearly all existing alignment-free cancelable
templates. For instance, the EER of the proposed method in the lost-key sce-
nario under the 1vsl protocol is 0% for both FVC2002 DB1 and DB2, 1.63% for
FVC2002 DB3, 7.35% for FVC2004 DB1 and 4.69% for FV(C2004 DB2.



Chapter 4

A Cancelable Biometric
Authentication System Based on
Feature-Adaptive Random

Projection

I would rather have questions that can’t be answered than answers that

can’t be questioned.

— Richard Feynman

4.1 Introduction

As discussed in Chapter 2, there are several methods available that allow one way
transformation to produce cancelable biometrics (Figure 2.1). Random projection
is one of those transformation methods which efficiently and effectively achieve
biometric template protection. In a random projection-based method, template
protection is provided by projecting the original template feature vector into an-

other feature vector of lower dimensions, which is also known as many-to-one

73
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mapping. The projection is guided by a projection matrix, which is created with

the help of a user-specific key.

Unlike standard encryption methods, e.g., AES, which assume that these parame-
ters, e.g. user-specific keys are secret [94], in biometrics, the user-specific key and
all other transformation parameters are assumed to be public. For the reason that
usually transformation parameters are kept in a token, it is called a token-stolen
scenario if the token is compromised. Since storing these parameters raises the
same security concerns as storing the original template data, it is desirable that
the disclosure of these parameters does not threaten system security, especially

the security of template data.

ARM suggests that an original biometric feature vector is retrievable from mul-
tiple transformed templates and relevant user-keys by reconstructing the projec-
tion matrix. Hence, traditional random projection-based biometrics are prone to
ARM [126] in the stolen-token scenerio. In this chapter, we propose a random
projection-based cancelable fingerprint template which mitigates the ARM threat
by constructing the projection matrix from within the local feature slots of a fin-
gerprint and is discarded after use. In such a case, the original fingerprint feature
vector is irretrievable even if the user-specific key is lost. When template data are
secure, user identity is safe, which ensures that personal data or sensitive infor-
mation stored in the database or other devices can only be accessed by legitimate
users. The extensive experiments demonstrate that the proposed scheme not only

preserves recognition accuracy but also prevents ARM.

The rest of the chapter is organized as follows. The motivation and contributions
of this work are presented in Section 4.2. The proposed system is detailed in
Section 4.3. In Section 4.4, the experiment results and analysis are discussed.

Finally, the summary is provided in Section 4.5.
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4.2 Motivation and Contribution

4.2.1 Motivation

In traditional random-projection based methods (refer to Chapter 2), the irre-
versibility of the many-to-one mapping is guaranteed based on the theory that in
a linear system, there are infinite solutions if the linear equation system is non-
full-rank [135]. However, if the adversary obtains multiple protected templates
generated from the same original feature vector, the projection matrix can be
made to be full-rank by concatenating multiple non-full-rank ones, ARM scheme
[126, 136] (readers can refer to [126, 136] for details of the ARM). We illustrate the
ARM attack strategy targeting cancelable templates through a simple example.
From the analysis of the ARM attack, we show that one key element in random
projection-based cancelable template systems could be used by the attacker to

launch the ARM. To protect this key element, we propose our solution against the

ARM.

Here, an example is given to demonstrate how the ARM can threaten cancelable
systems that use many-to-one random project or mapping [137]. Assume that, in
application A, the original template feature X = [z1, 1o, 23, 14, 25] = [1,2, 3,4, 5],

and its corresponding transformation matrix is

2 3 3
4 2 5
M = 4 3
3 2 4
3 1 2

By the many-to-one projection equation, X = XM, a transformed template fea-

ture is obtained as X = [40, 32, 48] . In this case, even if X and M are known to
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the adversary, it is difficult to find the original template feature X through (4.1),

2w + 4wy 4+ 15 + 314 + 325 = 40

3£U1 + 5.’E2 + 3173 + 4%4 + 23?5 =40

The solutions to X are infinite because the number of variables in (4.1) is larger
than the number of equations, so X is safe in this case. But, if there is another
projection matrix M’ and its corresponding transformed feature X' is also acquired

by the attacker in application B, where

3 3 1
6 5 1
M’ = |4 2 3| and X = [45,44,48], then the attacker is able to obtain (4.2)
2 5 4
21 4
below:

3£E1 + 6.T2 + 4173 + 2%4 + 23?5 =45
3{,E1 -+ 5%2 + 2%3 -+ 51’4 + 25 = 44 (42)

T+ @ + 3wz + 4ay + 4as = 48

By combining the linear equations from both (4.1) and (4.2), the attacker will

have enough information to uniquely determine the value of X that is [1, 2, 3,4, 5].

In the above example, the key is that multiple random projection matrixes are
obtained and utilized by the adversary to generate a full-rank linear equation
system and launch the ARM. Our proposed solution is based on the observation
that if neither M nor M’ is available to the adversary, then the adversary cannot
calculate the original feature vector X = [y, 2o, 23, 24, 25]. Therefore, preventing

the transformation matrix from being known by the adversary is a feasible solution

to combat the ARM.
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4.2.2 Contribution

In this chapter, we propose a new cancelable biometric authentication system using
a feature-adaptive random projection method to provide user authentication while
protecting biometric template data against the ARM. The main contributions of

this chapter are as follows:

1. In the proposed method, the generation of the projection matrix for per-
forming random projection is feature-adaptive. In other words, the projec-
tion matrix is generated from one basic matrix together with a number of
vectors extracted from local feature slots. With a different feature slot, the
generated projection matrix is different. Moreover, the projection matrixes
after usage will be discarded. In this way, the adversary is unable to obtain
enough information to launch the ARM, which is a clear advantage over

traditional random projection-based schemes.

2. In most existing random projection schemes, random projection is carried out
on the whole feature vector. Instead, in the proposed method, the random
projection is performed locally on feature slots, each of which is part of the
feature vector. In this way, any inaccuracy or errors are localised rather than
affecting the entire transformed feature vector. Obviously, this is different
to the traditional random projection based cancelable template design and

is an improvement over the existing methods.

3. The proposed method has good compatibility. No matter how feature data
are extracted from whatever biometric traits, e.g., face, finger-vein, iris, as
long as they are in the binary format, the proposed method is applicable.
This allows the proposed method to be exploited by biometric authentica-
tion systems in general, e.g., face or fingerprint recognition systems, thus

benefiting applications in different scenarios.
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FIGURE 4.1: An overview of the proposed cancelable biometric authentication
system (adapted from [131]).

4.3 Proposed System

An overview of the proposed cancelable biometric authentication system is illus-
trated in Figure 4.1. The proposed system comprises three major steps, namely,
stable biometric feature extraction, feature data protection with feature-adaptive

random projection and matching in the encrypted domain, detailed as follows.

4.3.1 Stable Biometric Feature Extraction

The first step is to extract stable biometric features. A fix-length feature descrip-
tor of fingerprint minutiae, named minutia pair (MP), is used to perform this task.
The initial version and the variant of the MP descriptor can be found in our pre-
vious work [97] and [138], respectively. In this section, we explain the foundation

for the minutia descriptor [97][112].

4.3.1.1 Invariant Features from Minutiae Pairs

Given any two minutiae m; = z;,y,;,0;, t; and m; = z;,y;,0;,¢; from a minutia

set, a local structure can be constructed as shown in Figure 4.2. The process of
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creating local structures is immune to noise to a certain degree since the minutiae
points in a pair are redundantly combined. The local structure can be expressed

as an invariant feature vector as:
V;“ = (Lij,Oéi,Oéj,ti,tj) (43)
where

1. L;; represents the length of the line connecting minutiae m; and m; in pixels.

2. a; and o are the angles between the orientation of minutiae m; , m; and
the line segment in the counter-clockwise direction, respectively. The range

of o; and «; is (0, 7).

3. t; and ?; are the minutia types of minutiae m; and m,, respectively.

4.3.1.2 Quantization

To accommodate biometric uncertainty such as elastic distortion, feature vector
Vi; is further quantized with suitable quantization step sizes set for L;;, a; and o,
respectively. For instance, L;; is quantized into ¢ segments using a step size of %
pixels. The number ¢ is converted into a binary form using log2(%) bits. Similarly,
a; and o  are quantized by choosing an appropriate step size and the resultant
is represented in a binary notation using the required number of bits Figure 4.3.
The values of ¢ and t; are binary, where ‘0’ represents ridge ending and ‘1’ ridge
bifurcation, so no quantization is needed for t; and ¢;. Let ng, ,nq,,na; be the
number of bits required to represent the quantized L;;, a; and «;, respectively,
therefore, n = np,; + nq, +na, + 2 total bits are required to represent V;; in (4.3).

b)

The binary equivalent of each V;; is represented as VE of n bits and a set V¥

can be formed as
b o - L
V()—{ij. 1<i,j7<m and i+# j} (4.4)

where m represents the total number of minutiae.
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FIGURE 4.2: An example of a local minutia structure - minutia pair (MP).
(adapted from [138]).

4.3.1.3 Histogram binning

Histogram binning is a crucial step towards producing binary features. The process
is initialized by creating a null vector of length of 2" bins. After this, a bin
corresponding to the decimal equivalent to each VE? in set V® is indexed by
one. During this process, some bins might be indexed more than once hence the

resultant vector at the end of the binning process isn’t strictly binary.

4.3.1.4 Binarization

After histogram binning, a final feature vector is obtained in a such a way that the

bins which are indexed only once are assigned a value of 1 and all other bins are
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FIGURE 4.3: Binary feature extraction from minutia pair. (adapted from [112]).

assigned a value of 0. Hence, the resultant vector is strictly binary and is denoted
by b as shown in Figure 4.3. Then, we protect b using the proposed feature-
adaptive random projection method (see details in Section 4.3.2) and perform

matching in the encrypted domain (see details in Section 4.3.3).

4.3.2 Feature Data Protection Using Feature- Adaptive Ran-

dom Projection

To secure the extracted biometric feature data, as discussed in Section 4.3.1, in

this section, a feature-adaptive random projection-based transformation method
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is proposed. The entire transformation process of the proposed method is demon-
strated in Figure 4.4. We enhance the random projection in such a way that the
projection matrices must adapt to biometric local feature slots and be discarded
after use. This makes it difficult for the adversary to determine the actual pro-
jection matrices and to launch the ARM. The steps of the proposed method are

detailed as follows.
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FIGURE 4.4: The proposed feature-adaptive random projection-based transfor-
mation.

Suppose the extracted binary feature vector b = [0, 1, ..., 0, 0] of length /is derived
from the feature extraction process conducted on an input biometric image. With
a user-specific random projection matrix M , which should have more rows than
columns, the conventional random projection in the context of biometric template

protection can be expressed by
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Our objective is to increase the security of the above transformation by altering

both binary feature vector b and projection matrix M.

Since biometric feature vector b contains only values of 0 and 1, and is usually
sparsely distributed, it might make the search space for the solution of b narrow,
when y and M in (4.5) are both acquired by the attacker. To address this problem,
we first apply the DCT to the binary-valued feature vector b, i.e., b = DCT (b)
before performing random projection. The DCT transfers b from a binary-valued
feature vector into the real-valued feature vector b , and hence randomness and
the search space are increased, making it harder for the attacker to tackle the
random projection and restore b. Note that the purpose of taking the DCT prior
to the random projection is not to attain the property of non-invertibility in that
the DCT is invertible [138]. Non-invertibility is realized by the subsequent feature-
adaptive random projection. The DCT simply transforms the binary vector b to

the real vector b.

To alter projection matrix M , we adapt it to M; with the help of a set of feature-
specific matrices R; , generated from local feature slots s; , where 7 is the slot
number. When random projection is performed, we use the feature-adapted pro-
jection matrix M; in a slot-by-slot manner instead of fixed matrix M . We call
this local feature projection. After local feature projection is done, projection ma-
trix M is discarded. Although M is a user-specific parameter key stored in the
database, it is hard for the adversary to work out M; from M, so ARM can be

defended (see security analysis in Section 4.4.3).

We now describe local feature projection in detail. Let matrix M of size j X ¢ be
user-specific with j > ¢q. We divide the binary feature vector b into p slots and
each slot contains j elements (here px j= 1), denoted by b = s;|]...|[s;||...]|sp. The
i" slot of b can be written as s; = [s;_1, ..., 5;_j], where i € [1,p]. Vector s; and
its slot number 7 are used as the seed and input into a random number generator

(RNG), rand(.) , which outputs a real-valued, slot-feature related matrix R; of
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size j X g, i.e.,
R; = rand(s;, 1) (4.6)

The RNG function rand(.) can be any generic random number generator; for
example, the well-known linear congruential generator, which is defined by the
recurrence relation X,,.1 = aX,, mod m, where m is the modulus, a is the multiplier
and Xj is the seed [139]. The size of matrix R; is the same as that of M | namely
j X q. Since s; is used as part of the seed for rand(.) , if any of the j elements in s;
are changed, then the generated R; are totally different. Therefore, the slot length
j of vector s; is an important parameter which impacts the system’s recognition

performance and thus needs careful tuning (see detailed discussion in Section 4.4).

Once R; is generated, it is treated as a kernel and used to alter the user-specific

key, matrix M as follows:

M; = f(R;, M) (4.7)

where function f(.) calculates the average of two corresponding elements from R;
and M. In this way, matrix M is adapted to become M, which is the same size as
M but with different elements. We use M; as the projection matrix to transform b;
, which is the " slot of the post-DCT feature vector b = by||...||b;...||b,. Through
this feature-adaptive random projection process, the feature slot b; is transformed

to y; , L.e.,
y; = b;M; (4.8)

In regard to b; of length j, the above feature slot-based random projection produces
a size-reduced vector y; of length ¢g. Moreover, for security reasons, the feature-
adapted projection matrix M; is discarded after use. After applying (4.8) to each
of the p slots in b = by|...||b;...||b,, we concatenate the p outputs to form vector

¥ = ll--|1%---1|5,, which is the transformed and protected feature vector.
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4.3.3 Matching in the Encrypted Domain

In accordance with the proposed feature data protection in Section 4.3.2, once
the transformed feature vectors ¥ and < are obtained from the template and
query images, respectively, matching is conducted in the encrypted domain. Here,
superscript T represents ‘template’, while ) represents ‘query’. The similarity

score between 7 and y¢ is given by the following equation according to [120],

1y" — 59113

S(yTayQ) =1- ~ ~
157113 + 13¢5

(4.9)

where ||.||2 denotes the 2-norm. The similarity score S(y7,y%) is in the range of
[0, 1], where 0 means two feature vectors are completely different, while 1 means

they are the same.

Remarks: (i) A binarization procedure is applied to the MP descriptor. Bina-
rization is a quantization technique, which can lessen feature differences caused by
biometric uncertainty. The binary feature slot s; is part of the seed to generate R;
(see (4.6)). As analyzed in Section 4.3.2, any change in the elements of s; would
cause R; to be different. Therefore, the binarization procedure is important and
indispensable. This is why we choose the MP descriptor, which is a binary feature
representation. (ii) To generate R; , we need the feature slots s; , but they come
from the original binary feature vector b , so it is likely to result in the same R;
in different applications. This presents a risk of the cross-matching attack [140].
To address this, a key-guided permutation function perm(.) can be applied to the
original binary feature vector b, e.g., perm(b, kinq.), where ki,q, is a permutation

index key and is application-dependent, set differently in different applications.
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4.4 Experimental results and analysis

4.4.1 Experimental Results

In this section, the proposed system is evaluated over four public fingerprint
databases FVC2002 DB1-DB3 [9] and FVC2004 DB2 [10] and compared with the
state-of-the-art methods,. The details of these four databases are given in Table
1.1. Fingerprint minutiae are extracted using the commercial software package,
VeriFinger [11]. We applied the proposed feature-adaptive random projection
method to secure the MP-based feature representation, which we call S_.MP to
ease notation. The binary feature representation is produced by the MP descrip-
tor, as explained in Section 4.3.1. For the RNG, we adopted the built-in function
rand(.) in MATLAB. To evaluate the recognition performance of the proposed
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FIGURE 4.5: The ROC curves of the protected system S_MP.

system, we employ several commonly used performance indices i.e., FAR, FRR,
EER, as mentioned in Chapter 1. In our experiments, two test cases are carried

out on each database. Specifically, in the first test case, the first fingerprint image
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is compared with the second fingerprint image of the same finger to calculate the
FRR or GAR. This test case produces the FRR or the GAR. In the second test
case, the first fingerprint image of each finger is compared with the first fingerprint

image of all other fingers. This test case measures the FAR [141].

(1) System performance using different parameter settings: In the proposed method,
the binary feature vector b is divided into a number of slots s; of equal length. The
length j of each slot affects the system’s recognition performance. The proposed
system is tested using different slot lengths and the corresponding recognition per-
formance in terms of the EER is given in Table 4.1. From Table 4.1, it can be seen
that when the slot length j increases, the EER of S_MP deteriorates on databases
FVC2002 DB1 and FVC2004 DB2, while no obvious trend is found on the other
two databases (FVC2002 DB2 and DB3). Moreover, we observe that under the
optimal parameter setting, S_MP performs best on database FVC2002 DB1 with
EER=1.00% and performs worst on database FVC2004 DB2 with EER=11.00%.
This is because the fingerprint image quality of FVC2004 DB2 is much worse than
that of FVC2002 DB1. The receiver operating characteristic (ROC) of S_.MP under
the best parameter setting is also plotted in the lost-key scenario, as demonstrated

in Figure 4.5, where it shows that the FAR increases with the GAR.

TABLE 4.1: The system’s recognition performance in terms of the EER (%) with
different slot lengths

Slot length, j | 2002DB1 | 2002DB2 | 2002DB3 | 2004DB2
10 1.00 2.46 4.00 11.00
15 1.00 2.00 7.00 11.00
20 1.05 4.20 6.00 12.11
25 4.00 2.82 7.08 15.00
30 4.00 3.00 7.00 15.43

The parameter q is fixed to be 5 in the experiment.

(2) Performance comparison with similar existing methods: Similar to most exist-
ing cancelable biometric methods, the proposed method is evaluated in the lost-key
scenario, which is the worst case in practice. The recognition performance compar-
ison of the proposed system with the existing random projection-based methods

in terms of the EER is reported in Table 4.2. It can be seen from Table 4.2
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that our system S_.MP and the method in [21] achieve the equal best performance
on FVC2002 DB1 and DB2, whereas S_MP performs best on FVC2002 DB3 and
FVC2004 DB2. It is worth pointing out that apart from the satisfactory perfor-
mance of S_.MP, the proposed method is invulnerable to the ARM, against which
many existing random projection-based cancelable biometric systems cannot com-

pete.

TABLE 4.2: Comparison of recognition performance in terms of the EER (%)
under the lost-key scenario

Slot length, j | FVC2002 | FVC2002 | FVC2002 | FVC2004
DB1 DB2 DB3 DB2
Jin et al. [90] 3.07 1.02 - -
Jin et al. [99] 4.36 1.77 - 21.82
Das et al. [127] 2.27 3.79 - -
Wang and Hu [97] 3.50 4.00 7.50 -
Wang and Hu [123] 3.00 2.00 7.00 -
Wang et al. [102] 1.00 2.00 5.20 13.30
S_MP 1.00 2.00 4.00 11.00
(proposed method)

4.4.2 Revocability

Revocability ensures that a compromised template can be canceled and replaced
with a new one generated from the same biometric data [106]. It is one of the basic
requirements for cancelable biometrics. In the revocability test, 50 transformed
templates were created from the first image of each finger in FVC2002 DB2 by
assigning different keys, e.g., different M and different permutation index key k4.
This leads to 5000 (= 50 x 100) new templates in total. The first template was
matched against the remaining 49 templates generated from the same finger, so
there was a total of 4900 comparisons in this pseudo-imposter test. The score
distribution of the test is plotted in Figure 4.6, from which it can be seen that
the score distribution almost overlaps with that of the imposter test with different
keys for each different finger. This demonstrates that the transformed templates

of the same fingerprint are uncorrelated.
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FIGURE 4.6: The imposter and pseudo-imposter distributions for the revoca-
bility test using S_MP.

4.4.3 Security Analysis

In this section, we analyze why the proposed method can defend against the brute
force attack and the ARM. In particular, we show that the proposed method
can prevent the adversary from reconstructing the original MP features from the
resultant cancelable template in the lost-key scenario, where we assume that the
adversary acquires the transformed feature vector y, matrix M , the RNG function

rand(.) and the permutation index key ki, g

The brute force attack: There is no easy way for the adversary to determine
the original feature vector b except through exhaustive guessing attempts, namely
the brute force attack. In S_MP, the length of the binary feature vector b is
[ = 30000 in this work. Assume that there are m = 40 minutiae in a fingerprint
image and the local structure formed by any two minutiae from these 40 minutiae

is unique, the number of possible locations of 1s in the binary feature vector b

can be calculated by , which yields an incredibly huge number.

m(m-1)/2
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Therefore, it is tremendously difficult for the adversary to determine the original

feature vector b from brute force guesses.

The ARM: In this attack, if the proposed method is not used, the adversary can
utilize multiple compromised templates, e.g., y, together with multiple copies of
M, to build a full-rank linear equation system and thus find a unique solution to
(4.5). However, the proposed feature-adaptive random projection method adapts
projection matrix M in (4.5) to M; in (4.8) based on local feature slots. The
adapted projection matrix M; is discarded after each random projection so it is
unavailable and not publicly known. Moreover, the generation of matrix R; is
dependent on the feature vector b rather than any other parameters which are
assumed to be public in the lost-key scenario. Therefore, the adversary is unable
to work out M; from M without knowledge of the original binary feature vector
b. Without knowing M;, the adversary has no way of recovering original feature

vector b via the ARM.

4.5 Summary

In this chapter, a feature-adaptive random projection-based cancelable fingerprint
authentication system is proposed to provide user authentication and protect bio-
metric template data simultaneously. The proposed method is applied to the
fingerprint minutia feature descriptor MP, where the recognition performance of
the protected system S_MP is evaluated on four public fingerprint databases. In
the proposed method, projection matrices are generated from local feature slots,
thereby adapting user-specific key M . The adapted projection matrices are dis-
carded after each random projection. In this case, since the attacker has no knowl-
edge about actual projection matrices, he/she is not able to launch the ARM even
if the user-specific key M and the transformed feature vectors are both revealed.
Hence, the proposed system is an enhancement of the existing random projection
based cancelable biometric systems, many of which suffer from the ARM. The

extensive experiments demonstrate that the proposed system achieves recognition
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performance which is competitive enough against the existing random projection-
based systems. For instance, the EER of the proposed method in the lost-key
scenario under the 1vsl protocol is 1%, 2%, 4% and 11.00% for FV(C2002 DBI1-
DB3 and FV(C2004 DB2, respectively which is better than most of the existing

random projection-based systems.



Chapter 5

A lightweight and secure
fingerprint authentication system

for IoT applications

“If you stumble, make it part of the dance.”

— Anon

5.1 Introduction

The capability of electronic devices to communicate with each other in the Internet
of Things (IoT) environment is improving day-to-day life. It has a wide range of
utility from medical applications to home automation and wearables to industrial
applications. With user authentication being an important part of IoT devices,
biometric traits such as fingerprints, provide an attractive alternative over tradi-
tional password- or token-based authentication since they are unique and cannot
be forgotten or lost. Moreover, high recognition accuracy and good security make

them effective candidates for identity verification and access control [1]. However,

92
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biometric authentication in IoT comes with certain limitations and vulnerabili-
ties. For instance, IoT devices are resource-limited in terms of power, computing
capability and storage space. Moreover, ensuring secure user authentication to
defend against possible attack vectors and attack resources is a great challenge

which needs to be addressed [142].

To address the aforementioned limitations and security threats in IoT devices,
a simple yet efficient fingerprint authentication system is proposed in this chap-
ter. The proposed system adopts a robust pairwise-XOR approach on MCC’s
binary features in an intelligent way that results in reduced feature size (see sec-
tion 5.4.3). Consequently, it requires significantly low resources in terms of storage
space and computational power as well as provides protection against potential
attacks. Using public databases FVC2002 DB1-DB3 and FVC2004 DB1-DB2, the
performance of the proposed system is validated. A comprehensive security anal-
ysis of the system is presented using maximum aposteriori probability (MAP),

which involves the estimate of an unknown based on given data [143].

5.2 Biometric authentication in IoT

In this section, we summarise the work done on the use of biometric authentication
in IoT applications. For instance, Habib et al. [144] introduced a biometric-based
authentication framework in patient health monitoring in an IoT environment by
deploying on-body sensors. In [145], a multimodal biometric system is proposed
for some IoT devices using iris and face images taken at the same time by a built-in
high quality camera. In another multimodal biometric system proposed for access
control and security defence on IoT devices [146], the authors used the user’s hand
geometry and a sequence of gestures. Prakash and Venkatram [147] proposed an
efficient security scheme for home IoT devices equipped with fingerprint authenti-
cation. The authors used a Raspberry Pi 2 board for implementation along with
relevant sensors and other sets of hardware. In [148], Karimian et al. proposed the

use of an electrocardiogram signal (ECG) as a biometric trait for authentication
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in an IoT system model. Roy et al. [149] proposed a secure and computationally
efficient, remote user biometric authentication for the IoT environment. A more

conceptual overview of the use of biometric authentication in IoT is presented in

[150).

5.3 10T constraints related to biometric authentication and

its solution

The energy efficiency or the green issue in the loT environment deals with the study
of power consumption by sensor-loaded devices [151, 152]. The objective to study
the green issue in the IoT-enabled smart world is to help reduce the greenhouse
effect and develop energy-efficient processes at both hardware and software levels
[152]. In [153], a reasonable characterization of IoT is provided in terms of the
energy efficiency of IoT devices. Readers can refer to the following literature for
a range of energy efficiency solutions in IoT, from the hardware architecture level

to the software level [154-160).

Some work has already been done in the direction of developing energy-efficient
biometric authentication systems for loT applications. For instance, Dhillon et al.
[161] proposed a scheme for developing light biometrics for remote user authenti-
cation for IoT devices. Recently, Punithavathi et al. [162] proposed a cloud-based
framework for lightweight cancelable biometric authentication for smart IoT de-
vices. Yang et al. [142] proposed a lightweight and privacy-preserving biometric
system for 10T security which uses a block-logic operation on binary features of a
fingerprint, which not only reduces its size but also ensures security of the template

against attack vectors.

In this chapter, built upon minutia cylinder-code (MCC), a secure and light-weight
biometric authentication system is proposed for IoT devices. As mentioned in
earlier chapters, MCC representation is a state-of-the-art local minutia descriptor
with proven recognition accuracy on public fingerprint databases [120]. Apart

from exhibiting an excellent matching performance, the MCC fingerprint template
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has a number of desirable properties such as rotation- and translation-invariance,
resilience to elastic deformation and fixed-length feature vectors. However, MCC
template in its original form is not suitable for IoT devices which have limited

memory space and processing power.

In order to make MCC templates suitable for biometric authentication in IoT
devices, we propose a pairwise-XOR logic operation and research contribution is
two-fold. Firstly, pairwise-XOR significantly reduces the size of the MCC template
to make it lightweight and provides considerable savings in relation to storage of
[oT devices. Moreover, matching lightweight templates requires less computational
power and matching time. Secondly, the proposed system is secured against attack
vectors on [oT devices and protect the fingerprint in case of a security breach. We
provide a computation and storage cost analysis as well as security analysis of the

proposed system at the end of this chapter.

5.4 The proposed design for a secure and lightweight bio-

metric system

This section presents the proposed design for an efficient and secure fingerprint
authentication system which is effective in an IoT framework [142]. The overall

processing flow of the proposed algorithm is depicted in Figure 5.1.

5.4.1 Extraction of minutiae features

In order to access an [oT device, the user needs to present his/her finger to a mobile
device which is equipped with a fingerprint sensor. The fingerprint image acquired
by the sensor is fed to a commercial software, VeriFinger of Neurotechnology
[11] which extracts a set of M minutiae points from the image. As previously
mentioned, each minutia in the set denotes a fingerprint feature, classified by ridge
endings or bifurcations and is represented as a point in the cartesian coordinate

system along with an orientation angle in the range of [0, 27] and the minutia type.
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5.4.2 Generation of binary features using MCC

The minutiae set corresponding to a fingerprint image is input to the MCC algo-
rithm [120]. The MCC minutia descriptor associates each minutia in a fingerprint
image with a 3D local structure called a cylinder. The cylinder is constructed by
aligning its base with the orientation of the reference minutia and encoding the
relative relationships between the relative minutia and the neighbouring minutiae
within a fixed radius. The cylinder is enclosed in a cuboid which is discretized into
cells. The MCC calculates a numerical value to represent a cell in the cylinder.
This value reflects the spatial and directional contributions of the neighbouring
minutiae. Through a binarization step, all cell values in a cylinder are combined
into a binary feature vector of fixed length N. For M minutiae in the set, there

are C' corresponding feature vectors such that C' < M.

Let’s denote the ¢ feature vector as y, as shown in Figure 5.1, where c = 1,2, ..., C
with C' denoting the total number of feature vectors in an MCC template. Each
y, of length N has two parts, m, and S, in a fashion such as y, = [m, S,
m, is called the mask which plays a pivotal role in matching. From one of the
parameter sets provided in the MCC representation [120], the lengths of m, and S..
are calculated to be 256 and 1280, respectively, such that N = 256 + 1280 = 1536
for y..

5.4.3 Pair-wise XOR logic operation

In order to produce lightweight MCC templates, we perform the pairwise-XOR

operation to S.. Let’s express S, as:
Sc = [5:(0), S.(1), ..., Se(N — 1)] (5.1)

where N = 1280 is the length of S, and S.(n) = 0 or 1, for 0 < n < N — 1.
Take a fingerprint image with 50 minutiae as an example, where we assume that

a valid cylinder can be created for each minutia. Then, the total size of the MCC
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FIGURE 5.1: The proposed lightweight and secure biometric system: a) minu-
tiae extraction and binary feature vector generation by MCC; b) pairwise-XOR
operation on the non-mask segment S, and the resultant vector X,; c¢) protected
and lightweight vector.

template is 50 x 1536 = 76,800 bits, which is a sizable amount. In order to
make the existing MCC template lightweight, we perform a pairwise-XOR logic
operation on S.. The Boolean algebra XOR is an efficient logic function with low
computational intensity [163]. Note that we have excluded m, from the pairwise-
XOR operation due to its essential role at the matching stage. The proposed
pairwise-XOR operation produces a new binary vector of length K = %7 i.e., half

of the length of S..

Let X, be the new (post-XOR) binary vector, written as
X = [X:(0), X.(1), ..., Xo( K = 1)] (5.2)

The elements of X, are obtained by the XOR logic operation between the consec-

utive pairs of S, i.e.,

X.(k) = S.(2k) @ So(2k + 1) (5.3)
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where @ represents the XOR operation and k£ = 0,1, ..., % — 1 as shown in Figure
5.1. A final, shortened feature vector z. as a result of pairwise-XOR in (5.3) is

obtained by concatenating m, and X, as follows:
z. = [m, X, (5.4)

Figure 5.1 dictates that the length of X, is strictly half of the length of S., thanks
to the pairwise-XOR Boolean algebra. This size reduction applies to S, for ¢ =

1,2,...,C, of each binary vector.

5.4.4 Fingerprint matching

Biometric authentication in all applications, as well as in the IoT environment,
fundamentally comprises two stages, the enrolment stage and the verification stage.
Hence, during enrolment, the proposed system allows a fingerprint to follow the
steps discussed in sections 5.4.1 - 5.4.3 and the resultant lightweight template is
stored in the IoT devices before deployment. At the verification stage, a query
fingerprint of an authorised user who needs to access an IoT device, undergoes
the same steps 5.4.1 - 5.4.3. Matching occurs between the query and the stored

template as in [120] and completes this in two steps.

Step-1: In the first step, a score matrix is obtained by comparing each binary
vector in the query with all binary vectors in the stored template. To differentiate
the enrolled template and the query, we use letter 't' and ¢/, respectively. Suppose
that there are (; valid cylinders in the query, each generating z., in (5.4), for
¢, =1,2,...,C,, and there are C; valid cylinders in the enrolled template with each
generating a valid cylinder z.,, for ¢; = 1,2,...,C;. The query and the template
usually have a different number of minutiae and corresponding valid cylinders,

hence C, # C;.

In practice, the vector m,, as shown in Figure 5.1, is used as a bit-mask to choose
the valid bits in X,.. Using bit-masks m? and m! from the query and template,

respectively, an intersection between two masks is generated as m? = m? ® m’,
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where ® represents bit-wise AN D between two vectors. Two matchable vectors

are generated by

Z2|t = Xg X mgt7 Z§|q = Xi & ﬁlgt (55)

where m?" is derived from m? in the following fashion:

m? = m? m? mi(1:128)] (5.6)

where m% (1 : 128) represents the first 128 bits in m%. The vector ¥ has the

same length as X? and X', i.e., K = % = 640. Finally, the matching score between

zfllt and Z§| . is calculated as follows:

|25, © 25,/ |2

125l |2 + 1125112

(5.7)

S(Zg|t7 Zg\q) =1

Here S(zj,, zf,) represents the matching score which is strictly in the range [0, 1]
with 0 as no match and 1 as fully matched. Since the comparison between z., and
z., is conducted for all ¢, = 1,2,...,C, and ¢, = 1,2, ..., C}, the result of (5.7) is a

C, x C; score matrix.

Step-11I: In the second step, a global matching score is obtained from the score
matrix using local greedy similarity (LGS) algorithm as explained in [120]. This
global score is bounded between 0 and 1 representing a no-match and full-match,
respectively. A match is considered as successful if the global score is higher than

a pre-defined threshold.
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5.5 Experimental results

The proposed lightweight, MCC based biometric system is evaluated over public

fingerprint databases FVC2002 DB1-DB3 [9] and FVC2004 DB1 and DB2 [10]
using both 1vsl and FVC protocols (see Chapter 1).

5.5.1 Performance metrics and analysis

The performance measures adopted in our experiments are the EER, FAR and
FRR. As mentioned in Chapter 1, the FAR is the probability of mistaking the
impression from two different fingers to be from the same finger. The FRR is
the probability of mistaking two impressions from the same finger to be from two

different fingers. The EER denotes the error rate when FAR = FRR. Table 5.1

TABLE 5.1: EER (%) comparison under the 1vsl protocol

Methods FVC2002 | FVC2002 | FVC2002 | FVC2004 | FVC2004
DB1 DB2 DB3 DB1 DB2
Reproduced MCC 0.01 0 1.41 7 5
Proposed method 0.04 0 2 8 5
TABLE 5.2: EER (%) comparison under the original FVC protocol
Method FVC2002 | FVC2002 | FVC2002 | FVC2004 | FVC2004
DB1 DB2 DB3 DB1 DB2
Reproduced MCC 1.54 1.29 4 8.60 7.64
Proposed method 1.67 1.57 4.64 9.57 8.01

and Table 5.2 show the performance comparison of the proposed method with the
existing MCC template in terms of the EER. Under both protocols, it is clear
from Table 5.1 and Table 5.2 that the proposed method achieves equivalent or
close performance to the baseline (reproduced MCC templates), but with more
implementational efficiency and security. We also plotted the ROC curves for all
databases under 1vsl and original FVC protocols in Figure 5.2 and 5.3, respec-

tively.
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FiGUre 5.2: ROC curves for FVC2002 DB1-DB3 and FV(C2004 DB1-DB2
under the 1vsl protocol.

5.5.2 Security analysis

The proposed biometric system is designed for [oT devices with enhanced security.
A biometric system is necessary to provide secure authentication to access an IoT
device because a compromised biometric system may compromise the device itself.
Moreover, a stolen template may reveal sensitive information, which may be used
to reconstruct the original fingerprint image. Since biometrics are unchangeable,
a reconstructed fingerprint may compromise all IoT devices on which a user is

enrolled.

The proposed system adopts a pairwise-XOR, approach at the binary MCC tem-
plate and induces robust changes, as shown in Figure 5.1. As a result, a fingerprint
template stored in an IoT device is considered protected. If an adversary steals

the protected template by attacking the device and attempts to revert the robust
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FicUre 5.3: ROC curves for FVC2002 DB1-DB3 and FVC2004 DB1-DB2
under the original FVC protocol.

changes made to the original MCC template, it is computationally infeasible. As
shown in Figure 5.1, proposed pairwise XOR is applied to vector S, which trans-
forms it into a shortened vector X.. To restore S. from X, the adversary must

decode each bit in X, to the accurate respective pair in S..

To elaborate the analysis, we denote the bit-pairs in S, as A = 00, B =11, C =
01 and D = 10. An XOR operation can be regarded as a lossy process in which
pairs A and B yield 0 while C and D yield 1. This implies that one can’t predict
if a 0 in X, has originated from a bit-pair A or B in S.. Similarly, a 1 in X, may
have originated either from a bit-pair C or D. From a Bayesian point of view, the
adversary has to make a decision rule for decoding all the bits in X, based on

the posterior probability. In this case, the posterior probabilities p4 and pc are
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calculated as

- _ p(0[A)p(A)
- _ p(1C)p(C) '
Pc = p(C|1) - p(l)

where p(A) and p(C) are the probabilities of pairs A and C in S, respectively.
Since the pairwise-XOR process in (5.3) is deterministic, p(0]4) = 1 as well as
p(1|C) = 1. We can assume that bit-pairs are independent such that

p(0) = p(A) + p(B)

(5.9)
p(1) = p(C) + p(D)
We can rewrite (5.8) as:
oy= P
* p(4) +p(B)
e (5.10)
“ p(C) +p(D)

With p4 and pco, we can derive the other two posterior probabilities pg and pp as:

pe=1—pa
(5.11)

pp=1-—pc

Using database FVC2002 DB2, we estimated the average of posterior probabilities
i.e. pa,pn,pc and pp, and obtained py = 0.9956 and pp = 0.0044. Since p4 >>
pB, it can be inferred that the adversary can make a decision rule to decode a 0 in
X, as 00 with a probability of error of 0.0044, which is very small. On the other
hand, pc = 0.5105 and pp = 0.4895. Since pc > pp, the adversary can decode a
1 in X, as 01 with a probability of error of 0.4985, which is very high.

It is noted from the experiments that p(A) + p(B) = 1z while p(C) + p(D) = .

Since the length of S. is N = 2K, where K is the length of X., on average, the
number of 00 and 11 is £ and the number of 01 and 10 is £. Since K = 640,

15 15°

K

15 ~ 43. In other words, there are approximately 43 bits of binary 1 in X.. Because
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both 01 (i.e., bit-pair C) and 10 (i.e., bit-pair D) are independent (figuring out one
pair does not give any information about the other pair), with pc = 0.5105 and
pp = 0.4895, we can see that C and D bit-pairs are almost equally probable for
any bit 1 in X.. Thus, the number of possibilities of decoding C and D bit-pairs in
S. from 43 bit 1s in X, is 2*3. Assuming that there are 50 minutiae in a fingerprint
image, even if we ignore the possible errors in decoding A and B bit-pairs in S, it

243x50 — 92150 attempts to figure out C and D bit-pairs in S... Clearly,

would take
it is highly unlikely for an attacker to correctly restore S, from X,.. Based on this

analysis, we can infer that the security of the proposed system is strong.

5.5.3 Matching time and storage analysis

The proposed technique shortens the length N of S, in (5.1) to K = %, i.e., the
length of X, in (5.2). As N = 1280, a reduction in size is K = § = 120 = 640
bits. For 50 binary strings in an MCC template, a reduction in feature size is
32000(= 50x640) bits which is a substantial savings in the memory consumption of
[oT devices. As cylinder building and other feature extraction related procedures
in [120] are not carried out in real time on IoT devices, the proposed pairwise-XOR

operation doesn’t impose an additional computational load. With a reduction in

template size, the fingerprint matching process is accelerated.

To compare the matching speed between two original MCC templates and their
respective lightweight versions, we use a stored template with 52 minutiae and a
query template with 58 minutiae. A matching time comparison is presented in
Table 5.3 and by running MATLAB on a desktop computer with Core i7 and a
3.41 GHz CPU. With comparable recognition performance, we observe that the
proposed method takes significantly less storage and provides faster matching than

the original MCC template.
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TABLE 5.3: Template size and matching time comparison between the original
MCC template and the lightweight template

Template Template size(bits) | Matching time (second)
Original MCC 76,800 0.4057
Lightweight 44,800 0.2997

5.6 Summary

This chapter presents a fingerprint-based biometric authentication system suitable
for use in the IoT environment. It is specifically designed to address the limitations
of IoT devices such as limited computational power and memory space. The pro-
posed system is built on the state-of-the-art MCC algorithm and uses a pairwise-
XOR logic operation enabling its computational and storage compatibility with
an IoT device as well as ensuring energy efficiency. The pairwise-XOR operation
not only reduces the size of an MCC template and makes the system lightweight,
but it also enhances security, while maintaining high recognition accuracy. The
proposed system is tested on three publicly available fingerprint databases from
FVC 2002. The results show that proposed system helps address the energy ef-
ficiency issues of IoT devices. Moreover, there is negligible deterioration in the
recognition accuracy of the proposed system i.e., the EER of the proposed system
for 1vsl protocol is 0.04%, 0%, 2%, 8% and 5% which nearly equals the baseline
performance 0.01%, 0%, 1.41%, 7% and 5% for FVC2002 DB1-DB3 and FVC2004
DB1-DB2, respectively.



Chapter 6

Conclusion

“The power of imagination makes us infinite.”
— John Muir

The aim of the thesis is to develop new fingerprint template protection schemes
in the form of cancelable templates. Over the past few years, researchers found
the inadequacies in the existing designs for cancelable templates. Some of the
recently explored security threats include attacks via record multiplicity, masquer-
ade attacks and pre-image attacks. Many existing cancelable template schemes
are unable to withstand these attacks. This thesis presents two novel schemes for
cancelable templates with the goal of achieving in-built security against all or some
of these security threats while attaining good recognition performance. Another
aim of this thesis is to design a secure fingerprint authentication system which

suits resource-constrained IoT devices.
The three main research contributions of the thesis are summarized as follows:

Alignment-free cancelable templates with dual protection

106
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The first idea for cancelable fingerprint templates, presented in Chapter 3, ad-
dresses the several security threats, i.e., the ARM, masquerade attacks and pre-
image attacks. The proposed algorithm achieves the desired security by intro-
ducing two layers of protection. The first layer has a window-shift-XOR model
which is implemented on the binary features of the MCC template using XOR
logic. As a consequence, uncertainties are added to the resultant template which
are hard to reverse in computationally bound attacks such as the ARM. However,
window-shift-XOR . only involves simple operations like window segmentation, win-
dow shifting and XOR logic. So, the second layer of protection is added. It is
achieved via partial DWT which preserves the recognition accuracy with good
denoising tendency of DW'T and facilitates fast implementation by fast wavelet
transform (FWT). This layer enables the algorithm to produce cancelable tem-
plates with the required properties such as revocability, diversity, accuracy and
unlinkability. Extensive experiments verify that the proposed algorithm can with-
stand the aforementioned security threats. Moreover, the scheme also meets the

latest and strict unlinkability requirements.

Cancelable biometric system based on feature-adaptive random projec-

tion

Of the various existing one-way transformations, random projection is a well-
known privacy-preserving method to produce cancelable templates. The key to
the transformation is a user-defined random projection matrix which transforms
the original template feature vector into another vector with lower dimensions.
The user-specified key and other transformation parameters are required to be

public in biometrics which, if compromised, may lead to ARM attack.

The random projection-based cancelable templates presented in Chapter 4 are
designed to address the aforementioned ARM limitations. It is a feature-adaptive
random projection based method, in which the projection matrixes, which are key
to the ARM, are generated from one basic matrix in conjunction with local feature
slots. The generated projection matrixes are discarded after use, thus making it

difficult for the adversary to launch the ARM. Moreover, the random projection in
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the proposed method is performed on a local feature basis. This feature-adaptive
random projection can mitigate the negative impact of biometric uncertainty on
recognition accuracy, as it limits the error to part of the transformed feature vector
rather than the entire vector. The proposed method is evaluated on four publicly
available databases FVC2002 DB1-DB3 and FVC2004 DB2. The experimental

results and security analysis show the validity of the proposed method.
A secure fingerprint system for resource-limited IoT devices

Fingerprint-based recognition is an emerging technology for personal authentica-
tion in IoT devices. However, IoT devices are resource-constrained in terms of
limited storage space and computational capability and is powered by limited-life
batteries, known as the green issue for IoT devices. Moreover, a secure biometric

authentication is a challenge against attack vectors and attack sources.

Chapter 5 presents a light-weight and secure fingerprint authentication system
implemented in the IoT environment. The proposed system addresses the afore-
mentioned green-issue by reducing the size of the MCC templates in a simple and
robust manner. The system adopts a pairwise-XOR process on MCC’s binary
feature vectors which significantly reduces their size as well as adding uncertain-
ties while preserving recognition accuracy. As a consequence, the processed MCC
templates require less memory storage and offer enhanced matching speed. The
proposed scheme ensures the security of the system against attack vectors and
attack sources. The efficiency of the proposed algorithm is analysed in terms of
savings on storage space and improved matching speed. Moreover, the in-depth se-
curity analysis of the proposed system is presented which proves its safety against

possible aforementioned attacks.



Chapter 7

Future Work

“If you would not be forgotten, as soon as you are dead and rotten, either

write things worth reading, or do things worth writing.”

— Benjamin Franklin

The research presented in this thesis contributes to the field of fingerprint template
protection. In this regard, two novel schemes are introduced to develop cancelable
fingerprint templates. In addition, a lightweight fingerprint authentication system
is designed specifically for resource-limited IoT devices. In this chapter, possi-
ble future directions are presented related to the proposed method (discussed in

Chapter 3) and the current research trends in biometric template protection.
Discrete Wavelet Transform (DWT) and Cancelable Templates

In Chapter 3, partial DWT (refer to (3.12)) is used to produce cancelable tem-
plates. DWT is implemented using the transformation matrix A in (3.4). However,
partial DWT is enabled by a rank deficient rectangular matrix A made by select-
ing a portion of the rows of A using a user-specific key. The proposed method uses
partial DWT for cancelable transformation, exploiting the excellent properties of
DWT such as its fast implementation using FWT and denoising property which
preserves recognition accuracy [128]. Moreover, FWT is asymptotically faster than
FFT and Hadamard transform requiring only O(N) computations.
109



Chapter 7. Future work 110

The DWT is susceptible to shift variance in which even a small shift in the input
signal causes a significant change in the energy distribution of DW'T coefficients
[164—168] which also complicates processing in the wavelet domain. Furthermore,
DWT suffers from shortcomings such as oscillations of the wavelet coefficients
around singularities, aliasing and a lack of directionality [169]. These shortcom-
ings can be overcome using complex wavelets in a redundant fashion instead of
using real-valued wavelets. The transformation now becomes a complex wavelet
transform (CWT) and its well-known redundant frameworks are dual-tree CW'T,
double-density DWT and dual-tree double-density DWT. These redundant frame-
works need to be investigated for further improvement in biometric recognition

accuracy in the transformed domain.
The Dual-Tree CWT

The implementation of DWT is made possible by filter banks (refer to Figure
3.1). An equivalent implementation of dual-tree CWT is achieved using two real
DWTs. However, it requires new sets of filter pairs which ensure close Hilbert
transform pair approximation for corresponding complex wavelets. The dual-tree
CWT implementation using two real DW'Ts with corresponding sets of filter banks
is depicted in Figure 7.1.

The Double-Density DWT

Double-density DWT is somewhat similar to dual-tree CW'T with respect to their
ability to achieve shift-invariance. Unlike DWT, double-density DW'T uses two
wavelets (and hence equivalent filters for implementation) (see Figure 7.2) to

achieve narrow wavelet spacing within the same scale, making it less shift sen-

sitive [170].
Dual-Tree Double-Density DWT

This framework possesses the properties of the dual-tree CWT and double-density
DWT simultaneously (see design in 7.3). Apart from being shift invariant, this

framework is an excellent candidate for image denoising applications and allows
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FIGURE 7.1: Analysis filter bank for dual-tree CWT (adapted from [169)]).
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FIGURE 7.2: Analysis filter bank for double-density DWT (adapted from [170]).

better Hilbert transform pair approximation [170]. It also confirms its good can-

didacy for developing cancelable templates with superior recognition accuracy.
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FIGURE 7.3: Iterative filterbank for dual-tree double-density DWT (adapted
from [170]).

While artificial intelligence (AI) has achieved remarkable success in biometric ap-
plications, how to protect the template data of Al-based biometric systems is
an open area and an abundance of work awaits. Although some progress has
been made on securing deep-learning-based finger vein biometrics [171], we will
investigate template protection for Al-based fingerprint biometric systems. More
recently, a fixed-length fingerprint representation of only 200 bytes, named Deep-
Print [70], demonstrated superior authentication accuracy in the encrypted do-
main using fully homomorphic encryption. Given the importance of fingerprint
feature extraction and representation in the scheme of things, this novel, compact

fingerprint representation lays a great foundation for the future development of
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fingerprint template protection methods. In addition, homomorphic encryption
is worthy of further study as to how to apply it to fingerprint matching with

protected (transformed) templates.
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